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Softwaretechnik / Software-Engineering

Lecture 17: Software Engineering Research

2015-07-16

Prof. Dr. Andreas Podelski, Dr. Bernd Westphal

Albert-Ludwigs-Universität Freiburg, Germany
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• 12:15 - 12:17:39 — Introduction

• 12:17:53 - 12:55

• “The Wireless Fire Alarm System:
Ensuring Conformance to Industrial Standards
through Formal Verification”

Sergio Feo Arenis

• 12:55 - 13:05 — Break

• 13:05 - 13:30

• “Towards Successful Subcontracting for Software
in Small to Medium-Sized Enterprises”

Daniel Dietsch

• 13:30 - 13:55

• “Traces, Interpolants, and Automata:
a New Approach to Automatic Software Verification.”

Dr. Jochen Hoenicke

L 1: 20.4., Mo
Introduction T 1: 23.4., Do

L 2: 27.4., Mo
L 3: 30.4., Do
L 4: 4.5., Mo

Development

Process, Metrics

T 2: 7.5., Do
L 5: 11.5., Mo
- 14.5., Do
L 6: 18.5., Mo
L 7: 21.5., Do
- 25.5., Mo
- 28.5., Do

Requirements

Engineering

T 3: 1.6., Mo
- 4.6., Do
L 8: 8.6., Mo
L 9: 11.6., Do
L 10: 15.6., Mo
T 4: 18.6., Do
L 11: 22.6., Mo
L 12: 25.6., Do
L 13: 29.6., Mo
L 14: 2.7., Do

Architecture &

Design, Software

Modelling
T 5: 6.7., Mo
L 15: 9.7., Do

Quality Assurance
L 16: 13.7., Mo

Invited Talks L 17: 16.7., Do
T 6: 20.7., Mo

Wrap-Up L 18: 23.7., Do
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◮ Introduction

• What is sub-contracting for software?

• When is it succesful?

• Why is it ofen not successful?

• The Salomo Approach:

• Overview

• Checkable Requirements, Checking Tool

• Regulations in the Contract

• Related Work

• Conclusion and Further Work
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There are three main sources of disputes (and thus uncertainty):

• misunderstandings in the requirements,
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Bringing Software-related D isp utes to C ourt. . .

. . . is generally highly unattractive for SME:
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. . . is generally highly unattractive for SME:

(i) a court ruling takes time, thus further delays the project,

(ii) a court ruling incurs costs,

(iii) it is uncertain whether the necessary compensation can be achieved,

(iv) a court only decides over the rights and duties of each party,
no suggestion how to use the decision to achieve project success,

(v) mutual trust between the former partners is hampered,
already achieved project progress may be lost.

In addition, there is a high uncertainty about the outcome:

• given unclear requirements,
an appointed expert witness may confirm either interpretation.

–
0
–
2
0
1
2
-0
9
-2
5
–
S
re
a
li
ty

–

6/17



Sub contracting for Software in SM Es in Reality

Customer Contractor

S
of
tw
ar
e

S
of
tw
ar
e

§

develop

deliver

:-(

:-(

There are three main sources of disputes (and thus uncertainty):

• misunderstandings in the requirements,

–
0
–
2
0
1
2
-0
9
-2
5
–
S
re
a
li
ty

–

7/17

Sub contracting for Software in SM Es in Reality

Customer Contractor

S
of
tw
ar
e

S
of
tw
ar
e

§

develop

deliver

:-(

:-(

There are three main sources of disputes (and thus uncertainty):

• misunderstandings in the requirements,

• misunderstandings or (under-regulations) of acceptance testing procedure,

–
0
–
2
0
1
2
-0
9
-2
5
–
S
re
a
li
ty

–

7/17



Sub contracting for Software in SM Es in Reality

Customer Contractor

S
of
tw
ar
e

S
of
tw
ar
e

§

develop

deliver

:-(

:-(
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• misunderstandings of regulations of the contract.
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There are three main sources of disputes (and thus uncertainty):

• misunderstandings in the requirements,

• misunderstandings or (under-regulations) of acceptance testing procedure,

• misunderstandings of regulations of the contract.

Many SMEs conclude: subcontracting for software is too risky
due to these three main sources of uncertainty.
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O b servation

• (Legal) certainty is crucial for subcontracting between SMEs:

Outcomes of possible court judgements need to be as clear as possible.

• To achieve legal certainty, we need

(a) clear and precise requirements,
they avoid the 1st source of uncertainty.

(b) clear and precise acceptance testing procedures,
they avoid the 2nd source of uncertainty.

(c) standardised legal contracts which integrate (a) and (b),
they avoid the 3rd source of uncertainty.

The contract allows a judge to decide on (a) and (b),
and thus increases legal certainty.
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O utline

• Introduction

• What is sub-contracting for software?

• When is it succesful?

• Why is it ofen not successful?

◮ The Salomo Approach:

• Overview

• Checkable Requirements, Checking Tool

• Regulations in the Contract

• Related Work

• Conclusion and Further Work
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Towards ( Legal) C ertainty

Customer Contractor
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modular

con-

tract

checkable

require-

ments

checking

tool

accept y/n/?

Ingredients:

• new notion:
checkable requirement,

• new notion:
checking tool.

• a new, modular software
development contract,

The modular contract

assumes: a subset of requirements is designated as checkable requirements,

includes: the checkable requirements in machine-readable form,

codifies: agreement that outcome of corresponding checking tool is — with
few and exactly specified exceptions — binding for both parties,

provides: legal certainty.
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C heckab le Sp ecifi cation/Req uirem ent, C hecking Tool

• A checkable specification is a pair (ϕ, T )
comprising a program property ϕ and a backend T .

• A backend maps a program p and a program property ϕ

to a result T (p, ϕ) ∈ {Yes ,No,Unknown} such that the result is

• Yes only if the program has the property,

• No only if the program does not have the property.
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• A backend maps a program p and a program property ϕ

to a result T (p, ϕ) ∈ {Yes ,No,Unknown} such that the result is

• Yes only if the program has the property,

• No only if the program does not have the property.

• A checking tool maps a set of checkable specifications

Φ = {(ϕ1, T1), . . . , (ϕn, Tn)}, n ∈ N0,

to a checking tool result

{(ϕ1, s1), . . . , (ϕn, sn)}, si ∈ {Yes,No,Unknown}.
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C heckab le Sp ecifi cation/Req uirem ent, C hecking Tool

• A checkable specification is a pair (ϕ, T )
comprising a program property ϕ and a backend T .

• A backend maps a program p and a program property ϕ

to a result T (p, ϕ) ∈ {Yes ,No,Unknown} such that the result is

• Yes only if the program has the property,

• No only if the program does not have the property.

• A checking tool maps a set of checkable specifications

Φ = {(ϕ1, T1), . . . , (ϕn, Tn)}, n ∈ N0,

to a checking tool result

{(ϕ1, s1), . . . , (ϕn, sn)}, si ∈ {Yes,No,Unknown}.

• A requirement is called checkable requirement if and oly if
a checkable specification can (mechanically) be derived from it.
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Backend Ex am p les

• “The Program Compiles”: wrapper applies compiler and yields

• Yes, compiler C in version V produces a non-empty executable.

• No, otherwise.
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• No, normal termination and branch coverage below 100%,

• Unknown , otherwise.

• “Absence of Generic Errors”: wrapper applies, e.g., Frama-C

• Yes, all assertions related to safe memory access hold or not tried,

• No, at least one assertion has status surely invalid, and

• Unknown otherwise.

• “Invariant Satisfied”: wrapper applies, e.g., VCC

• Yes , verifier output indicates invariant proven; Unknown, otherwise.

• “Certification”: expert reviews of programs–
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Regulations in the C ontract

• The modular software development contract

• consists of a framework contract, referred to by individual contract,

• customisation by several contractual modules.
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Regulations in the C ontract

• The modular software development contract

• consists of a framework contract, referred to by individual contract,

• customisation by several contractual modules.

• The acceptance checking procedure is regulated in two clauses:

(i) checkable requirements tested with and only with checking tool.

Exit option: if

• backend is evidently erroneous, or
• the parties agree to consider the result erroneous, or
• there is an “Unknown” among only “Yes”s and “Unknown”s,

then the clause for other requirements applies.

(ii) testing procedure for other requirements determined by customer.
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O utline

• Introduction

• What is sub-contracting for software?

• When is it succesful?

• Why is it ofen not successful?

• The Salomo Approach:

• Overview

• Checkable Requirements, Checking Tool

• Regulations in the Contract

◮ Related Work

• Conclusion and Further Work
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Related W ork

• (Berenbach, Lo & Sherman, 2010)

Scope limited to the time after the contract has been awarded, limited
discussion regarding contract compliance check.

• (Governatori, Milosevic, & Sadiq, 2006) — formalise contract conditions

Use FCL to formalise requirements business rules and tools which decide
compliance as acceptance checking procedure.

• (Breaux, Antón, Spafford, 2009) — delegation

We consider top-level obligations and verification sets without delegation.

• (Fanmuy, Fraga & Lloréns, 2012) — requirements verification

Use requirements verification as acceptance checking procedure if creation
of a requirements document is subject of a contract.
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C onclusion and F urther W ork

• We tackle a main challenge of contracting for software: legal uncertainty.

• We outline a possible approach to resolve three reasons of uncertainty:
a modular legal contract codifies the mutual agreement
that checkable requirements are verified by checking tool exclusively.

• Both, contractor and customer have strong interest in obtaining
positive checking results since positive results mean certainty.

• Our contract is well-suited for a gradual introduction of formal
methods — any backend is supported as long as both parties agree.

• Formal methods effort promises increased confidence in software quality.

Further work:

• legally support traceability, change-requests.

• consider a concept of delegation similar to (Breaux et al., 2009),

• provide more backends.
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Thanks.

http://www.salomo-projekt.de
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