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Topic Area Code Quality Assurance: Content
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e Introduction and Vocabulary
o Limits of Software Testing
o Glass-Box Testing

e Statement-, branch-, term-coverage.

e Other Approaches

e Model-based testing,
e Runtime verification.

o Software quality assurance
in a larger scope.

e Program Verification

e partial and total correctness,
e Proof System PD.

e Review
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Content
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o Software quality assurance in a larger scope:

—(e vocabulary,
—e fault, error, failure,

—e concepts of software quality assurance
(next to testing)

e Formal Program Verification

—(e Deterministic Programs

—® Syntax

—® Semantics

—® Termination, Divergence

—e Correctness of deterministic programs

(® partial correctness,
(@ total correctness.

—e Proof System PD

e The Verifier for Concurrent C

3/44



-17 -2016-07-14 - main -

Software Quality Assurance

4/44



Formal Methods in the Software Development Process

-17 - 2016-07-14 - Sintro -

Mmmk;
o O\ Software!
a

Customer 2
Requirements

[] ={(M.C,[- 1), (C.M,[-]1)}
Development

Process/
Project
. Management
Design
[%] = {(M.Ty.C,[-]1), (C.Tc.M,[-]1)}
Implementation
[S] = {0y 5 0, 22 0+ ,...}
validation— verification—
The process of evaluating a system or com- (1) The process of evaluating a system or com-

ponent during or at the end of the develop- ponent to determine whether the prod-
ment process to determine whether it satis-

_ ¢ _ VSIS B sat> ucts of a given development phase satisfy
W- the conditions imposed at the start of that
Contrast with: verification. phase. Contrast with: validation.

IEEE 610.12 (1990) (2) Formal proof of program correctness..
IEEE 610.12 (1990)
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Vocabulary
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software quality assurance — See: quality assurance. IEEE 610.12 (1990)

quality assurance -

(1) A planned and systematic pattern of all actions necessary to provide ade-
uate confidence that an item or product conforms to established téchni-

cal requirements.

(2) A set of activities designed to evaluate ty which products are

developed or manufactured.
IEEE 610.12 (1990)

Note: in order to trust a product, it can be built well,

or proven to be good (at best: both) — both is QA in the sense of (1).
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Fault, Error, Failure
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error - discrepancy

abnormal condi- between a computed,

can cause an el- observed or measured

item to fail. value or condition, and

Note: Permahent, intermit- the true, specified, or

tent and transieni\faults (es- theoretically  correct
pecially soft-errors) ake con- value or condition.

sidered.

Note: An error can arise as
a result of unforeseen op-
erating conditions or due
to a fault within the sys-
em, subsystem or, com-
poner{ being considered.

Note: An intermittent fau
occurs time and time again,
then disappears. This type of
fault can occur when a com-
ponent is on the verge of
breaking down or, for exam-
ple, due to a glitch in a switch.

Some systematic faults (e.g.
timing marginalities) could
lead to intermittent faults.

ISO 26262 (2011)

required.

failure.

cause § failure.
ISO 26262 (2011)

We want to avoid failures, thus we try to detect faults and errors.

termina-

ion of the ability of
an element, to per-
form a function as

Note: Incorrect spec-
ification is a source of

1ISO 26262 (2011)
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Concepts of Software Quality Assurance
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software quality

assSurance
organisational analytic constructive
roiect — ; T~ constructive
marﬁa Jement - t'war'e software
8 /exarr/unatlon\ engineering
non-mech. semi-mech. mechanical
/ / AN o e.g. code
examination by comp. aided examination generation
humans human exam. with computer
P |
‘ analyse €Xecute prove
s - AN
: dynamic
l e.g. static clzlecking formal
inspection manua interactive Checking verification
y proof prover (test)
check quantitative
. consistency
against examina-
checks
rules tion

e-s- (,:l/lé

(Ludewig and Lichter, 2013)
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Three Basic Approaches
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all computation
paths satisfying the (2 x Ay
specification
~
expected \ defines
outcomes Soll ‘\>-
b AN
/ // A RN
/ 7 \ > N
7 - \ N
// d 7 \ > N
// ~
62////’// C \\ \\\ C ?
2= \
-7 \ prove
(N +7 N\ Sk
4 f conclude
execution o
(In, Soll) 151 € 1
Reviewer
, -] review -]
input — — output 7 = 7 =
Testing Review Formal Verification
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Sequential, Deterministic While-Programs
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Deterministic Programs
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Syntax:
S = skip | u:=1t]| S1;52 | if Bthen S; else S fi | while B do S od

where u € V is a variable, ¢ is a type-compatible expression, B is a Boolean expression.

Semantics: (is induced by the following transition relation) = o : V. — D(V)
0) (skip, o) = (Bro) T esphs pogoucs
(i) (u:=t, o) = (FE, oglu:=0o(t)])

) (S1, o) = (S, 7)
(51; 8, o) = (S2; S, 7)

(iv) (if Bthen S  else Ss fi, o) — (Sh, o), if o = B,
(v) (if B then S; else Sz fi, o) — (S, 0),ifo £ B,
(vi) (

while B do S od,Tr)L—f{S’;ﬁl,ile Bdo Sod, o),ifo =B,

wii) (while B do'Sod, o) — (E. o). if o I£ B,

(iii

E denotes the empty program; define £;: S = S; E = L:SL

Note: the first component of (S, o) is a program (structural operational semantics (SOS)).
11744
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Example
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)
(i) (u:=t, o) > (E, ofu:=0o(t)])
(i) <51, O’) — <SQ, 7’>
(S1; S, o) = (S2; 5, )

(iv)

)

(vi)

i)

( ) = (S1, 0),ifc = B,
(if B then S else Sz fi, o) — (Sa, 0),ifo £ B,
(while Bdo S od, o) — (S;w

(while Bdo Sod, o) — (FE, 0),ifc [~ B,

if B then S else S2 fi, o
(v

Vi
VII

(i) (skip, o) — (E, o) E;S=S;E=S

hile Bdo S od, 0),ifo = B,

G )

—
Consider program Sa

——

—

\

s

S = al0] := 1;all] := 0; whilea|z] #0doz :=z + 1 0od
1_,_’-4

()
and a state o witho = = 0.

(i4), (i44)
(i4), (i44)
(vi)
(i4), (i44)
(vit)

(S, o)

a[l] := 0; whilea[z] # 0do z := x 4+ 1 od, o[al0] := 1])
while a[z] #0doz := z+ 1 od, ¢’)

{
{
(r:=x+ 1;whilea[z] #0doz := x + 1 0od, o)
(whilealz] Z0dox :=x + 1od, o'[x := 1])

{

E, o[z :=1])

where ¢’ = o[a[0] := 1][a[1] := 0].
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Another Example () (skip, o) = (B, o) S = B = &

(i) (u:=t, o) > (E, ofu:=0o(t)])

-17 - 2016-07-14 - Swhile -

<51, O’) — <SQ, 7’>
(S1;5, o) = (S2; 5, )
(if B then S; else S3 fi, o) — (S1, 0),ifo = B,
(if B then S else Sz fi, o) — (Sa, 0),ifo £ B,
( S;w
(

)
)
(iii)
(iv)
(v)
(vi) (while Bdo S od, o) — (S;
i)

(vii) (while Bdo Sod, o) — (E, o0),ifo [~ B,

hile Bdo S od, 0),ifo = B,

Consider program
Si=y=x;y=(x—1)-x+y
and a state o witho =z = 3.

(51,0 LU e 1)zt {2 3,y 3))
(E, {x — 3,y — 9})

Consider program S3 =y :=uz; y:= (r — 1) - x + y; while 1 do skip od.

(i4),(4i4)
(i4),(4i4)
ECON
ACON

(S3, o) y:=(x—1) -z + y;whileldo skip od, {x — 3,y — 3})

(

(while 1 do skip od, {x — 3,y — 9})
(skip; while 1 do skip od, {z — 3,y — 9})
(

while 1 do skip od, {z — 3,y — 9})
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Computations of Deterministic Programs
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Definition. Let S be a deterministic program.

(i) A transition sequence of S (starting in o) is a finite or infinite sequence
<S, 0'> = <S(), O'()> — <Sl, 0'1> — ...

(thatis, (S;, 0;) and (S;+1, 0;+1) are in transition relation for all 7).

(i) A computation (path) of S (starting in o) is a maximal transition sequence
of S (starting in o), i.e. infinite or not extendible.

(iii) A computation of S is said to
a) terminate in 7if and only if it is finite and ends with (E, 7),
b) diverge if and only if it is infinite.
S can diverge from o if and only if a diverging computation starts in o.
(iv) We use —* to denote the transitive, reflexive closure of —.

Lemma. For each deterministic program S and each state o,

there is exactly one computation of S which starts in o.

14/44


westphal
Bleistift

westphal
Bleistift


Input/Output Semantics of Deterministic Programs
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Definition.
Let S be a deterministic program.

(i) The semantics of partial correctness is the function

M[S] : ¥ — 2%
with M[S] (o) = {7 | (S, o) =* (E, 7)}.
(ii) The semantics of total correctness is the function

Miot[S] : & — 2% U {oo}

with M¢[S](0) = M[S](c) U {co | S can diverge from o }.
oo is an error state representing divergence.

Note: M,:[S] (o) has exactly one element, M[S](o) at most one.

Example: M[S1](0) = Mot[S1] (o) = {7 |W}, o€

(Recall S1 =y:=z;y:=(zx—1) -z +y)
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Correctness of While-Programs
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Correctness of Deterministic Programs
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pre- .l A
Definition. [ ,//{?qE Cun. )

Let S be a program over variables V', and p and ¢ Boolean expressions over V.

() The correctness formula
{p} S {q} (“Hoare triple’)

holds in the sense of partial correctness,

denoted by = {p} S {g}. if and only if [A Cgd:= {olok 29
M [[S]]([[p]]) < [dl-
We say S is partially correct wrt. p and g. { o3¢ elpJ-Mls 3[0') =5ty {

(i) A correctness formula

{r} S {q} :
i oD 1S ey
holds in the sense of total correctness, / i hece !

denoted by =+: {p} S {q}.if and only if
Mot [SI([p]) < [al.

We say S is totally correct wrt. p and q.
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Example: Computing squares (of numbers 0O, ..., 27)
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e Pre-condition:p =0 <z < 27,

e Post-condition: ¢ = y = z2.

Program Si: Program Ss:
| int y = x; I int y = x;
20y = (x = 1) * x +y; Ay = (x = 1) * x +y;
3| while (1);
= {p} S1{a} \/ = (p} S5 {q)}
=i {p} 51 {a}/ =10 {p} S3 {9} X
Program 55: Program S:
1 ?nt yo= C 1l int x = read_input();
int z; // uninitialised . .
§y=((X—1)*x+y).;£ 2| int y = x + (x—1) X;
=7 {p} 52 {a} X =" {p} Sa {a} XC
=0t {P} S2 {q} XX Fiot {P} 81 {a} X
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skip, o) — (E, o) E;S=S;E=S
w:=t, o) = (E, olu:=a(t)])

Example: Correctness Example T

-17 - 2016-07-14 - Scorrectness -

L (S1;5, o) = (S2;5, 7)
(iv) (if B then S, else Sz fi, o) — (S1, o). ifo = B,
(v) (if B then S; else Sz fi, o) — (S2, o).if o }£ B,
(vi) (while Bdo S od, o) — (S;while Bdo S od, o),ifc = B,
(vii) (while Bdo S od, o) — (E, o),ifo [~ B,

o By the example, we have shown

Consider program
IZ {:U — O} S {ZE — ]‘} S = al0] := 1;a[1] :== 0; whilea[z] #0doxz :=x + 1od

and a state o witho =2 = 0.

and
(S, o) 0,6, (a[1] := 0;while alz] # 0do z := z + 1 od, o[a[0] := 1])
(44), (i) .
————— (whilea[z] #0doz:=z+ 1lod, ¢’)
‘—tOt {x - O} S {:U - 1}' Ei) (z := 2+ 1;whilea[z] #0dox := z+ 1od, o)
M (whilealz] #0doz:=z+ 1lod, o[z :=1])
(vit) T

(because we only assumed o = =z = 0 for o Bl
the example, which is exactly the precon- | whereo” = olal0] :=1][ef1] := O]
d|t|0n) : 518

e We have also shown (= proved (!)):

= {x=0}S{z=1Aalx] =0}

o The correctness formula {x = 2} S {true} for S.
(For example, if o = ali] # 0 foralli > 2.)

e In the sense of partial correctness, {r =2 AVi > 2eqali] =1} S {false} also holds.

19/44



-17 -2016-07-14 - main -

Proof-System PD
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P r00f-System PD (for sequential, deterministic programs)
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Axiom 1: Skip-Statement Rule 4: Conditional Statement
{p} skip {p} {p A B} 51 {a},{p A =B} 52 {q},
{p} if B then S, else 5> fi {q}
Axiom 2: Assignment Rule 5: While-Loop
Wlu =t} ui=t{p} {p A B} S {p}

{p} while Bdo S od {p A =B}

Rule 3: Sequential Composition

ipy S1{r} {r} S2 {q}

{p} S1; S2 {q} p—=p,{p1}tS{n},q1 — ¢

{p} S{q}

Rule 6: Consequence

Theorem. PD is correct (“sound”) and (relative) complete for partial correctness of

deterministic programs, i.e.-pp {p} S {q} ifand onlyif = {p} S {q}.
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Example Proof
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. OD ::BD :SlD

7\ 7\

D[VEZL::O;Z):::E; Whilebedo?)::b—y;a::a+fod

(The first (textually represented) program that has been formally verified (Hoare, 1969).

Wecanprove E{x>0Ay>0}DIV{a-y+b=xAb<y}
by showing +Fpp {x >0Ay>0} DIV {a-y+b=xAb<y}, ie,derivabilityinPD:

Ve

=:pD —=:qD
(2)
/ {P A (BP)}SP {P} (RS) (3)
(1) P — P, {P}while BP do SP od {P A —~(BP)}, P A—(BP) — ¢P (R6)
{pP} SP {P}, {P} while BP do SP od {¢P} (R3)
{pP} S¥; while BP do SP od {¢P}
: {p} Si{r}, {r} S2{q} {pA B} S {p}
(A1) {p} skip {p} R3) {pr} S1; S2 {q} (RS) {p} while Bdo S od {p A =B}
{pA B} 51 {q}, {p A =B} 5> {q} p—=p, {pi} S{g}, a1t = q
(A2) {plu =1} u =t {p} (R4 {p} if B then S, else S, fi {q} (R6) {p} S{q}
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Example Proof
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. OD ::BD :SlD

7\ 7\

D[VEZL::O;Z):::E; Whilebedo?)::b—y;a::a+fod

(The first (textually represented) program that has been formally verified (Hoare, 1969).

Wecanprove E{x>0Ay>0}DIV{a-y+b=xAb<y}
by showing +Fpp {x >0Ay>0} DIV {a-y+b=xAb<y}, ie,derivabilityinPD:

~
=:pD —=:qD
(2)
{PAb>y)}b:=b—y; a:=a+1{P} (RS) (3)
(1 P — P, {P}whileb>ydob:=b—y;a:=a+1lod{PA-(b>y)}, PA-(b>y)—a-y+b=axAb<y
{x >0Ay >0}a:=0; b:=z{P}, {P} whileb>ydob:=b—y;a:=a+1lod{a-y+b=zAb<y}

{x >0Ay>0}a:=0; b:=x; whileb>ydob:=b—y;a:=a+1lod{a-y+b=zAb<y}

(A1) {p} skip {p} (R3) {p} S1{r}, {r} S>{q} (R5) {p AN B} S {p}

(A2) {plu:=t]} u:=t{p} (R4) {

{p} S1; S2 {q} {p} while Bdo S od {p A =B}
pAB}Si{gh tpAnBYS2{a}  pa PP Ap}Siah ¢ —g

{p} if B then S, else S fi {¢q} {p} S {q}

(R3)
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Example Proof Cont’d
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(2)
{PAb>y)}tb:=b—y;a:=a+1{P} R5) (3)
(1 P— P, {P}whileb>ydob:=b—y;a:=a+1lod{PA—(b>y)}, PA-(b>y)—a-y+b=xzAb<y
{r>0Ay>0}a:=0;b:=z{P}, {P}whileb>ydob:=b—y;a:=a+lod{a-y+b=xAb<y}

(R6)

{x>0Ay>0}a:=0; b:=z; whileb>ydob:=b—y;a:=a+lod{a-y+b=aAb<y}

In the following, we show

() Fpp {z>0Ay >0}a:=0; b:=x{P},

(2) Fro {PAb2>y}b:=b—y; a:=a+1{P},
B) EPA-(b>y) sa-y+b=xAb<uy.

As loop invariant, we choose (creative act!):

P=a-y+b=2ANb>0

(R3)
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PI’OOfOf(]) 1p A B} 5114}, {p A =B} S2 {4}
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(A1) {p} skip {p} (R4) {p}if B then S, else S fi {¢}

A B} S
(A2) {p[u := ]} u =t {p} (R3) {p} whil{epB do}S o{g }:{p A —B}

(R3) {p} Sl {T}7 {7’} So {Q} (R6) P — P1, {pl} S {ql}7 g1 — q

{p} S1; S2 {q} {r} S {q}
e (1) claims:
Fpp {x >0Ay >0} a:=0; b:=x{P}
where P=a-y+b=a2Ab>0.
- - - T N
< L £,
o bpp{0-y+x=2Ax>0}a:=0{a-y+x=xzAzxz>0} by(A2),
— i -
plu:=€]
P[(l::ﬁ]
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PI’OOfOf(]) 1p A B} 5114}, {p A =B} S2 {4}
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(A1) {p} skip {p} (R4) {p}if B then S, else S fi {¢}

A B} S
(A2) {p[u := ]} u =t {p} (R3) {p} whil{epB do}S o{g }:{p A —B}

{p} Si{r}, {r} S2{q} p—=p1, {p1} S{q}, a1 = ¢
L R R v} 51}

e (1) claims:
Fpp {x >0Ay>0}a:=0;b:=x{P}
where P=a-y+b=a2Ab>0.

* Fpp {0°y—|—:v=x/\xZO}azzO'{ﬂ°y—|—x=x/\xZO}) by (A2),
T
o Fep{a-y+z=3Az> 0}b¢=fﬂ{a'y+@=xA@Z 0} by(A2),

Ve

F[b:: x] P =P
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PVOOfOf(]) 1p A B} 5114}, {p A =B} S2 {4}
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(A1) {p} skip {p} (R4) {p} if B then S; else S: fi {q}
{p AN B} S {p}
(A2) {plu := ]} u =t {p} (RS) {p} whilepB do S og {pA—Bj}

{p} Si{r}, {r} S2{q} p—=p1, {p1} S{q}, a1 = ¢
L R R v} 51}

(1) claims:
Fpp {x >0Ay>0}a:=0;b:=x{P}
where P=a-y+b=a2Ab>0.

Frpp {0-y+x=2Ax>0}a:=0{a-y+x=xAx>0} by(A2),

Fep{a-y+az=xANz>0tb:=z{a-y+b=xAb>0} by(A2)

=P

thus, Fpp {0-y+xz=axAx>0}a:=0; b:=x{P} by(R3),

usingx > 0Ay>0—0-y+x=xzAxz>0and P — P, we obtain
Fpp {x >0Ay >0}a:=0; b:=x{P}
by (R6). O
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Substitution
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The rule ‘Assignment’ uses (syntactical) subsifution: {plu =t} u:=t{p}

(In formula p, replace all (free) occurences of (program or logical) variable u by term ¢.)

Defined as usual, only indexed and bound variables need to be treated specially:

Expressions: Formulae:
e plain variable x: x[u := t] = AL “ e boolean expression p = s:
x ,otherwise plu = t] = su := t]

e constant c: e negation:

clu:=t] =c (—q)[u :=t] = =(q[u :=t])
e constant op, terms s;: e conjunction etc.:

op(S1,...,8n)[u =t (gNAT)u:=1t

= op(silu:=1t],...,sp[u:=1]). = qlu =t Arfu:=1t
e conditional expression: e quantifier:

(B ?7s1:82)u:=t] Vzx:q)u:=t] =Vy:qlr:=yllu:=1

= (Blu :=t] 7 s1[u :=1] : s2[u :=t]) y fresh (not in ¢, t, u), same type as .
e indexed variable, v plainor u = b[t1,...,tm] and a # b:

(a[s1,...,8n])[u =t =al[s1[u:=t],...,sp[u:=t]])
e indexed variable, u = a[t1, ..., tm]:
(a[s1,...,sn])u:=1t] = (Nj_ysilu:=t]=t;7t :a[siju:=t],...,sn[u:=1]])
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PI’OOfOf(Z) 1p A B} 5114}, {p A =B} S2 {4}
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(A1) {p} skip {p} (R4) {p}if B then S, else S fi {¢}

A B} S
(A2) {p[u := ]} u =t {p} (R3) {p} whil{epB do}S o{g }:{p A —B}

{p} Si{r}, {r} S2{q} p—=p1, {p1} S{q}, a1 = ¢
L R R v} 51}

e (2) claims:
Fpp {PAb>ytb:=b—y; a:=a+ 1{P}
where P=a-y+b=x2Ab>0.

* Frp {(a+1)'y+(b—y)=:M,(b—y)20}b2=b—y{(a+1)'y+@=w/\@20}
by (A2), ./ —

26/44


westphal
Bleistift

westphal
Bleistift


PI’OOfOf(Z) 1p A B} 5114}, {p A =B} S2 {4}

- 17 -2016-07-14 - Spd -

(A1) {p} skip {p} (R4) {p}if B then S, else S fi {¢}

A B} S
(A2) {p[u := ]} u =t {p} (R3) {p} whil{epB do}S o{g }:{p A —B}

{p} Si{r}, {r} S2{q} p—=p1, {p1} S{q}, a1 = ¢
L R R v} 51}

e (2) claims:
Fpp {PAb>ytb:=b—y; a:=a+ 1{P}
where P=a-y+b=x2Ab>0.

e Fpp {(a—l—l)'y—l—(b—y)zx/\(b—y)ZO}b:zb—yﬁa—l—l)'y—l—bzaz/\bZO}
by (A2), 7 -

' /

o Fpp {(a+1)'y+b::mb26}a::a+1@-y+b=xAbzg} by (A2),

P
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{p} if B then 5, else S fi {q}

AB} S
(A2) {p[u := t]} u:=t {p} (RS) {p} whilipB do}S o{g }:{p A B}

{p} Si{r}, {r} S2{q} p—=p1, {p1} S{q}, a1 = ¢
L R R v} 51}

(2) claims:
Fpp {PAb>ytb:=b—y; a:=a+ 1{P}
where P=a-y+b=x2Ab>0.

Fpp {(a+1)-y+(b—y)=2A(b-y)>0}b:=b—y{(a+1)-y+b=xAb>0}
by (A2),

Fep {(a+1) y+b=2Ab>0ta:=a+1{a-y+b=xAb>0} by(Ad)

P
Fpp {(a+1)-y+(b—y)=axA(b—y)>0}b:=b—y; a:=a+1{P} by(R3)

usingGD/\bZy)—>((a+1)-y—|—(b—y) =z A (b—y) > 0Jand P — P we obtain,

Fpp {PAbD>ytb:=b—y; a:=a+ 1{P}

by (R6). ]
y (R6) 26744
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- 17 -2016-07-14 - Spd -

(3) claims
|:(P/\—|(be))—>a-y—|-b:a:/\b<y.)
where P=a-y+b=x2Ab>0.

Proof: easy.
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Back to the Example Proof
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We have shown:

() Fpp {z>0Ay>0}a:=0; b:=z{P}

(2) Fpp{PAbZ>y}tb:=b—y; a:=a+ 1{P},
B) EPA-(b>Yy) a-y+b=xANb<y.

and
(2)
{PANbL>y)}b:=b—y; a:=a+1{P} R5) (3)
(1 P— P, {P}whileb>ydob:=b—y;a:=a+1lod{PA—-(b>y)} P/\—|(b2y)—>a'y~|—b:ac/\b<y(R6)
{r>0Ay>0}a:=0;b:=z{P}, {P}whileb>ydob:=b—y;a:=a+lod{a-y+b=xAb<y} R3)
{x>0Ay>0}a:=0; b:=x; whileb>ydob:=b—y;a:=a+1lod{a-y+b=axAb<y}
thus

Fpp {x > 0Ay >0} a:=0; b:=z; whileb>ydob:=b—y; a:=a+1od{a-y+b=zAb <y}

=DIV

and thus (since PD is sound) DIV is partially correct wrt.
e pre-condition:x > 0Ay > 0,
e post-condition:a-y+b=xzAb<y.

IOW: whenever DIV is called with z and y suchthatz > 0 Ay > 0,
then (if DIV terminates)a -y +b = x A b < y will hold.
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e P=a-y+b=xzANb>0

{r>0Ay >0}
{0-y+z=x Az >0}
]Az

—

e a:=0;
{ay+aj:$/\$20} Q?J Ré
o b:=u;

]:‘cl
{a-y+b=xAb>0} i
{P}

— [

e whileb > ydo
{PAb>y}

{a+1)-y+(b-y)=zA(b-y) >0}
o bi=b—-y; (42
{(a+1)-y+b=xAb>0} @3
e a:=a-+1 IA"Z
{a-y+b=xzANb>0}
{P} —
e od

{PA=(b>y)t—
{a-y+b=axAb<y}___

(A1) {p} skip {p}
(A2) {p[u :=t]} u:=t{p}

{p} Si{r}, {r} S2{q}
4 {p} S1; S2 {q}

e A B) 51 g}, {pA-B) 52 {a)
{p} if B then S; else S: fi {q}

(RS) {p A B} S {p}
{p} while Bdo S od {p A =B}

(R6) 2= P {p1} S{a}, 1 = q

{p} S{q}
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verifikation
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Assertions
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o Extend the syntax of deterministic programs by
S :=.-. | assert(B)
e and the semantics by rule

(assert(B), o) — (F, o) ifoc = B.

(If the asserted boolean expression B does not hold in state o, the empty program is not reached;

otherwise the assertion remains in the first component: abnormal program termination).

Extend PD by axiom:

(A7) {p} assert(p) {p}

e Thatis, if p holds before the assertion, then we can continue with the derivation in PD.

If p does not hold, we “get stuck” (and cannot complete the derivation).

e Sowe derive {true} x := 0; assert(x = 27) {true} in PD.
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Modular Reasoning
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We can add another rule for calls of functions f : F’ (simplest case: only global variables):

{r} F {q}
RO Y70 (0}

“If we have - {p} F' {q} for the implementation of function f,
then if f is called in a state satisfying p, the state after return of f will satisfy ¢.’

p is called pre-condition and ¢ is called post-condition of f.

Example: if we have

o {true} read_number {0 < result < 108}

o {0<2A0<y}add {(old(z)+ old(y) < 10% A result = old(x) + old(y)) V result < 0}

o {true} display {(0 < old(z) < 108 = ”old(x)”) A (old(x) < 0 = ”-E-)}

we may be able to prove our pocket calculator correct.

int main() {

12345678
27

int X =
int y =

O WV 0 N o v b W N

)
}

int sum =

while (true) {

read_number ();
read_number ();

add( x, y );

display (sum);
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o For modular reasoning, its often useful to refer in the post-condition

e to the return value as result,
e the values of variable x at calling time as old(x).

o Can be defined using auxiliary variables:

e Transform function
T fO){...;return expr;}

(over variables V = {v1, ..., v, }, result, v ¢ V) to
Tr0OA
vl = w1, 00 =y,
result := expr;

return result;

}

over V' =V U {v° | v € V}U {result}.

o Then old(x) is just an abbreviation for 2.°'*.
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e The Verifier for Concurrent C (VCC) Easically implements Hoare-style reasonirg.

e Special syntax:
e #include <vcc.h>
o _(requires p) - pre-condition, p is (basically) a C expression
o _(ensures ¢) - post-condition, ¢ is (basically) a C expression
e _(invariant ezpr) - loop invariant, expr is (basically) a C expression
o _(assert p) - intermediate invariant, p is (basically) a C expression

o _(writes &v) — VCC considers concurrent C programs; we need to declare for each
procedure which global variables it is allowed to write to (also checked by VCC)

e Special expressions:
e \thread_local(&v) — no other thread writes to variable v (in pre-conditions)
e \old(v) - the value of v when procedure was called (useful for post-conditions)

e \result - return value of procedure (useful for post-conditions)
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VCC Syntax Example
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#include <vcc.h>

int a, b;

void div( int X,
ensures a ~

_(
_(writes &a)
_(writes &b)

O WO N O U1 D W N -

{

a O;

b X :
13 while (b >=vy)
14 _(invariant a
15 {
16 b
17 a
18 }
19 3}

-_—
-_—
—

—_
N

b — vy;
a + 1;

_(requires x »>= O

*y+b

0)
&& b <« y)—e/-'ﬁ"'#"@"“ﬁﬁ

x&&b>=0)ﬂ\%o
\

o,

7,

DIV =a:=0; b:=x; whileb>ydob:=b—y; a:=a+1od

{x >0Ny >0} DIV {z>0Ay >0}


westphal
Bleistift


VCC Web-Interface

-17 - 2016-07-14 - Svcc -

| Vco @ risedfun from Micr,,, x | &

if"(- 100 risedfun.com/Veoc/dkge

¢l B ¥ =

Does this C program always work?

I #include <vcec.h>

2

3 int a, b;

4

5 void div{ int x, int y )

6 _(reguires x »= 0 && y == 0)

7 _(ensures a *y +bh==x & b < y)

& _(writes &a)

9 _(writes &b)

10 {

11 a=0;

12 b=ux:

13 while (b >= y)

14 _(invariant a * y + b == x && b >= 0)

15 {

16 =b -y

17 =a+1;

18 1

19 }

[rone |
'»' shortcut: Alt+B
samples about vcc - A verifier for Concurrent C
hello WCC is a tool that proves correctness of annotated concurrent € programs or finds
lsearch problems in them. WCC extends C with design by contract features, like pre- and
safestring postcondition as well as type invariants. Annotated programs are translated to
bozosort logical formulas using the Boogie tool, which p s them to an automatsd SMT
spinlock solver Z3 to check their validity,
tools

risedfun © 2016 Microsoft Corporation - terms of use - privacy & cookies - code of conduct

Example program DIV: http://rise4fun.com/Vcc/4Kqe
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e VCC says: “verification succeeded”

We can only conclude that the tool
— under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. -

“thinks” that it can prove = {p} DIV {q}.

Can be due to an error in the tool! (That’s a false negative then.)
Yet we can ask for a printout of the proof and check it manually

(hardly possible in practice) or with other tools like interactive theorem provers.
Note: |= {false} f {q} always holds.

That is, a mistake in writing down the pre-condition can make errors in the program go undetected.

o VCC says: “verification failed”

e May be a false positive.

The tool does not provide counter-examples in the form of a computation path,
it (only) gives hints on input values satisfying p and causing a violation of g.

— try to construct a (true) counter-example from the hints.
or: — make pre-condition p or loop-invariant(s) stronger, and try again.

o Other case: “timeout” etc. - completely inconclusive outcome.
40,44
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o For the exercises, we use VCC only for sequential, single-thread programs.
o VCC checks a number of implicit assertions:

e no arithmetic overflow in expressions (according to C-standard),

e array-out-of-bounds access,
e NULL-pointer dereference,

e and many more.

e VCC also supports:

e concurrency:
different threads may write to shared global variables; VCC can check whether concurrent access to

shared variables is properly managed;

e data structure invariants:
we may declare invariants that have to hold for, e.g., records (e.g. the length field [ is always equal to
the length of the string field str); those invariants may temporarily be violated when updating the
data structure.

e and much more.

o Verification does not always succeed:

e The backend SMT-solver may not be able to discharge proof-obligations
(in particular non-linear multiplication and division are challenging);

¢ In many cases, we need to provide loop invariants manually.

41744


westphal
Bleistift


Tell Them What You’ve Told Them. . .
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o There are more approaches to software quality assurance
than just testing.

o For example, Wan.

o Proof System PD can be used

e to prove
o that a given program is
e correct wrt. its specification.

This approach considers all inputs inside the specification!

o Tools like VCC implement this approach.
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