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Formal Verification From DC Formulae to Queries: Self-Monitoring

© Queries:
MODELING

Design | _|
Capturing

o E<> switcher.DETECTION
s

sanity-check:

(check with sensor switcher and with channel blocker)

possible to detect one missing sensor”

/

REQUIREMENTS

Verification ENGINEERING ALl not deadlock

sanity-check: no deadlock

Formal
Specifcations

o A[] (switcher.DETECTION imply switcher.timer <= 300%Second)
requirement: “detection takes at most 300"

VENIFICATION (check with sensor switcher and with channel blocker)

o A[] !center.ERROR
requirement: “no spurious errors”
(check without sensor switcher, with channel blocker)

[dentiry Abstractions|
Assumptions,
Decomposition

602 T 8n

Model Decomposition ™ Model Decomposition i Verification Results: Self-Monitoring

Sensors as slaves, N = 126.

seconds MB_States explored
=y Detection possible 10.20513 | 55700 26,445,788
E> switchor . DETECTION

12,89517 | 2.343.00 68,022,052

A[] not deadlock

Detectr 3607078 | 3.419.00 190,582,600
AD) (switcher .DETECTION imply switcher. timer <= 300+Second)

NoSpur;. 9744 4429 640,943
A[) tcenter .ERROR

Repeaters as slaves, N = 10,

seconds States explored
Detection possible 3821 5567 1250,596
E> switcher . DETECTION
No message c 36858 | 25091 9,600,062
A[] not deadlock
Detect,- 23184 | 23059 6009120
A[] (switcher .DETECTION imply switcher.timer <= 300*Second)

NoSpury, 7

A[] !center.ERROR

I : 9 1

394 7 1014 7 144,613
o oo
= o

(Opteron 6174 2.2Ghz, 64GB, UPPAAL 4.1.3 (64-bit), options -s -t0 -u)




Verification Results: Alarm

Models and Corresponding Sizes From DC Formulae to Queries: Alarm p
o
« Queries: T =T (palm tree, full collision) %}4\%
Model Tem- nstances Total Clocks ) seconds MB States expl. ﬂm/b
plates Locations o A[] !Center.ALARMED imply time < 10*Second Aarmiz 361 ITRES 50k £ 15k \c
ALl !Center.ALARMED imply time < 10+Second wa
Self-Monitoring: requirement: “exactly one alarm displayed within 10 s” Alarm2; | sequential 4.7 67.1 | 110,207 O
g A[] (!Sensor0.DONE || !Sensorl.DONE) imply time <= 10+Second
Sensors as slaves 9 137 1040 6 ® A[] (!Sensor0.DONE || !Sensorl.DONE) imply time <= 10*Second Alarm107 | sequential || 44.6£11 3114102 | 641k % 159k
Repeaters as slaves 9 21 82 6 optimized || 41810  306.680 | 600k 140k
i “exactly two (simul alarms displayed within 10 s AD) (!Sensor0.DONE || !Sensori.DONE || ... || !Sensor9.DONE)
inply time <= 100+Second
Alarm: * A[] (!Sensor0.DONE || !Sensor1.DONE || ... || !Sensor9.DONE)
One alarm 6 16 101 16 imply time <= 100*Second T = T (palm tree, limited collision)
- i MB States expl.
Two alarms in 2 seconds 5 16 108 12 i “exactly ten (simultaneous) alarms displayed within 100 5" T
Ten simultaneous alarms 6 25 200 15
Alarm2p sequential 0.5 241 | 19,528
AD (!Sensor0.DONE || !Sensor1.DONE) imply time <= 10+Second
AlarmiO7  sequential 17346  179.1+61 | 419k =124k
) . . optimized 17146 1822464 | 412k + 124k
: & A[] (!Sensor0.DONE || !Sensori.DONE || . Sensor9.DONE)
4 H imply time <= 100#Second
Wa 2n 13/a
Testing the Real System Content
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Model Model Model Measured
sequential optimized test scenario Avg. o Advertisements
irst Alarm .26 2.14s 331s ) 2.79s +0.53s
All10 Alarms .03s 27.08s 29818 29.65s + 3.265
H 15/ ; 16702
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Conclusion

Verifying “a whole system design'
can be very expensive,

every bit and detail of: car, plane, even WFAS)

gaining confidence into “the core design ideas” (or crucial aspects of the design)
can be much more feasible.

One approach:
o fix a budget (time, effort,

identify and formalise core requirements
(balance priority and budget),

validate using positive / negative examples,

model as far as possible, on an appropriate level of abstraction
(balance level of detail and budget),

validate using simulation of example runs,

verify as far as possible
infeasible: limit considered scen:

s, at least simulate).
Other way round: fix the goal of the formal analysis.

18/

Lecture 21: Dependency on Central Scheduling

2n

Conclusion from the Conclusion

In my opinion,
o Everybody in this room

(or on the “broadcast receiver” at home)

« has been exposed to all the knowledge and experience

o that it takes to do the WFAS project.

What's your opinion?

Motivation (rA. W, etal, FAOC, 2016)

sensor TA sensor TA sensor TA
repeater TAs repeater TAs
— —

central unit Ths

g Question:

implement
manually

RELLITTTG

\

very regular
implementation of
location/edge
behaviour

Can't we generate the code automatically?

compile /

deploy

)
)

-
=)

wireless fie alarm system

2
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Code Generation from TA in the Literature

« M. Hendiks, Translating UPPAAL to not quite C, CSI-RO108, 2001

« T.AmnellE. Fersman, P. Pettersson. W. Yi. and H. Sun, Code synthesis for TA, Nordic |C. 2002

o | Kist Mejlholm, and S. Ped i t0.C, Tech.R. 2005

« K Altisen and S, Tripaki f TA: An issue ics or modeling?. FORMATS, 2005.
« T Abdelatif . Combaz, and . Sifakis, Model-based implementation of RT applications, EMSOFT, 2010.
= N.Hakimipour, . Strooper, A. Wellings, TART: TA to Real-Time Java Tool, SEFM, 2010,

« M.PajicI. Lee, R Mangaram et al. UPP2SF: Translating UPPAAL Models to Simulink Tech. R. 2012

vy
B o)
¥

| eenere

code for TA; code for TAz

extra machinery
global scheduley

Characterising “Dependency on Global Scheduler”

m. component network Aj,. = {Au,..., A}
joes n nd 9 a global scheduler if and only if
« in each reachable configuration, -~
« if there is a sending edge locally enabled, then ~”
* thereis at least one locally gnabled receiver
in a different automaton,
« and no other sending edge
in a different automaton,

Ve € Conf (Noe)|reach V1 < i < nVa € AVe € E(Ai)|ar @ ¢ Fioc €
= (cFeAVI<j<nVbe AVe € E(A))lnockice = j=i).

3w

P
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The Rendezvous Transition Rule may Block Senders

Example: (sender blocked in some configurations)

Example: (sender never blocked)
/H r>1 al O I /AH‘_; Ha a Ué
y<1

Another Example: (one of the senders blocked)
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Recall: Operational Semantics of Networks of TA

edge
guard action &
—0—
T
m) b I
update

invariant

location vector  valuation
Operational semantics: \ o/

labelled transition relations 2 C Conf(A) x Conf(N),  Conf(N) = {(F.v) | v |= I()}
o (delay transition) (Z,v) <+ ((.v+t),t € Ry, ifand only if V¢' € [0,¢] e v + ¢ |= I(£).

« (local action transition) (7, =+ (,v"),if and only if
thereis an edge ¢ = (£, 7,2, 7, ') in A, such that (7, ) -1, cand (7, ') = (7. )]

« (rendezvous transition) (£, v) <+ (7, /). if and only if
thereis an edge eq = (i, al, g, 7%, £1) in A; such that (£, ) F . €0, and

J_rma is an edge e1 = Q@.ﬁ £)in Ay, i # jsuch that (7,v) i 1, <a@m

and (7./) = (1) eoi ]

Wrapup

250
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Content
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« Extended Timed Automata
Results

« Duration Caleulus (DC)
« Semantical Correctness Proofs
« DC Decidability

« DC Implementables )
* Undecic

« PLC-Automata

obs : Time — 7(obs) (0bso, Uo)yto =% (obsy, i)ty ...

« Automatic Veri

.whether a TA satisfies a DC formula, observer-based
« Recent Results:
« VLimed SequenceBiegremsor Quasi-equal Clocks,

or Automatic Code Generation, or ..
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proof; real-world obstacles
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of RDC / continous time

+ Lect. 8: DC Implementables, standard(@)
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* Lect.9: PLC:
characteristis, programming model ()
characteristics, programming model

. 10:

PO eXesn ouak:

A sbat of A4

._.Rr__;_Smnmsa:_%i&:ﬁx\ \
semantics); tr. seq. / comp. path / az@ A

(syntactical / semantical); Uppaal < 5
*+ Lect. 13: TAlocation reachabilty, =)
time-abstract system, regions
« Lect. 14: zones, zone-based reachability,
Difference-Bounds-Matrices &
* Lect. 15; Extended Timed Automata o _
(variables, urgent/committed) <

query language, evolutions vs.
sequences D/
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untestable DC formulae
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One Last Thing .

References

Olderog, E.-R. and Dierks, H. (2008). Real-Time Systems - Formal Specification and Automatic Verification
Cambridge University Press, @

sasick (it omt ) Because of Verification

References

« (1) task (in own words), (2) solution (in full sentences), (3) correctness argument.

That's already “half of the story” ;-)
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