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Last
Lecture:

�
C

om
pleted

the
blo

ck
\A

rchitecture
&

D
esign"

T
his

Lecture:

�
E

ducational
O

bjectives:
C

apabilities
for

follow
ing

tasks/questions.

�
W

hen
do

w
e

calla
softw

are
correct?

�
W

hat
is

fault,
error,

failure?
H

ow
are

they
related?

�
W

hat
is

form
aland

partialcorrectness?

�
W

hat
is

a
H

oare
triple

(or
correctness

form
ula)?

�
Is

this
program

(partially)
correct?

�
P

rove
the

(partial)
correctness

of
this

W
H

ILE
-program

using
P

D
.

�
W

hat
can

w
e

conclude
from

the
outcom

e
of

to
ols

like
V

C
C

?

�
C

ontent:

�
Intro

duction,
V

o
cabulary

�
W

H
ILE
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sem

antics,
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totalcorrectness

�
C

orrectness
pro

ofs
w

ith
the

calculus
P

D
.

�
T
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V

erifying
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C
om

piler
(V

C
C

)
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D
e�nition.

A
softw

are
sp

eci�cation
is

a
�nite

description
S

of
a

(p
ossibly

in�nite)
set

JS
K

of
softw

ares,
i.e.

JS
K

=
f(S

1 ;J
�K

1 );:::g:

T
he

(p
ossibly

partial)
function

J
�K

:S
7!

JS
K

is
called

interpretation
of

S
.

W
e

de�ne
:

S
oftw

are
S

is
correct

w
rt.

softw
are

sp
eci�cation

S
if

and
only

if(S
;J�K)

2
JS

K.

�
N

ote
:

no
sp

eci�cation,
no

correctness.
W

ithout
sp

eci�cation,Sis
neither

correct
nor

not
correct

|
it's

just
som

e
softw

are
then.

Vocabulary
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softw
are

quality
assurance

|
S

ee:
quality

assurance.
IE

E
E

610.12
(1990)

quality
assurance

|
(1)

A
planned

and
system

atic
pattern

of
all

actions
necessary

to
provide

adequate
con�dence

thatan
item

or
pro

du
ctconform

s
to

established
technicalrequirem

ents.

(2)
A

set
of

activities
designed

to
evaluate

the
pro

cess
by

w
h

ich
pro

ducts
are

develop
ed

or
m

anufactured.
IE

E
E

610.12
( 1990)

N
ote

:
in

order
to

trust
a

pro
duct,

it
can

b
ebuilt

w
ell,

orproven
to

b
e

go
o

d
(at

b
est:

b
oth)

|
b

oth
is

Q
A

in
the

sense
of

(1).

C
oncepts

ofS
oftw

are
Q

uality
A

ssurance
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softw
are

quality
assurance

project
m

anagem
ent

organisational

softw
are

exam
ination

analytic

exam
ination

by
hum

ans

non-m
ech.

insp
ection

review
m

anual
pro

of

com
p.

aided
hum

an
exam

.

sem
i-m

ech.

e.g.
interactive

prover

exam
ination

w
ith

com
puter

m
echanical

static
checking

analyse

check
against
rules

consistency
checks

quantitative
exam

ina-
tion dynam

ic
checking

(test)

execute

form
al

veri�cation

prove

constructive
softw

are
engineering

constructive

e.g.
co

de
generation

(Ludew
ig

and
Lichter,

2013)
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fault
|

abnorm
alcondition

that
can

cause
an

elem
ent

or
an

item
to

fail.
N

ote
:

P
erm

anent,
interm

ittent
and

transient
faults

(esp
ecially

soft-errors)
are

considered.

N
ote

:
A

n
interm

ittent
fault

o
ccurs

tim
e

and
tim

e
again,

then
disapp

ears.
T

his
typ

e
of

fault
can

o
ccur

w
hen

a
com

p
onent

is
on

the
verge

of
breaking

dow
n

or,
for

exam
ple,

due

to
a

glitch
in

a
sw

itch.
S

om
e

system
atic

faults
(e.g.

tim
ing

m
arginalities)

could
lead

to

interm
ittent

faults.
IS

O
26262

(2011)

error
|discrepancy

b
etw

een
a

com
puted,

observed
or

m
easured

valueor
condition,

and
the

true,
sp

eci�ed,
or

theoretically
correct

value
or

condition.
N

ote
:

A
n

error
can

arise
as

a
result

of
unforeseen

op
erating

conditions
or

due
to

a
fault

w
ithin

the
system

,
subsystem

or,
com

p
onent

b
eing

considered.

N
ote

:
A

fault
can

m
anifest

itself
as

an
error

w
ithin

the
considered

elem
ent

and
the

error

can
ultim

ately
cause

a
failure

.
IS

O
26262

( 2011)

failure
|term

ination
ofthe

ability
ofan

elem
ent,

to
p

erform
a

funct
ion

as
required.

N
ote

:
Incorrect

sp
eci�cation

is
a

source
of

failure.
IS

O
26262

( 2011)

W
e

w
ant

to
avoid failures,

thus
w

e
try

to
detectfaults

,
e.g.

by
lo

oking
forerrors.

S
o,W

hatD
o

W
e

D
o?
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LS
C

:
buy

w
ater

A
C

:
true

A
M

:
invariant

I:
strict

U
ser

C
oinV

alidator
C

hoiceP
anel

D
isp

enser

C
50

pW
A

T
E

R
:

(C
50

!_
E

1
!_

pS
O

F
T

!

_
pT

E
A

!_
pF

ILLU
P

!

w
ater

in
stock

dW
A

T
E

R

O
K

:
(dS

oft!_
dT

E
A

!)

�
If

w
e

are
lucky,

the
requirem

ent
sp

eci�cation
is

a
constraint

oncom
putation

paths
.

�
LS

C
`buyw

ater'is
such

a
softw

are
sp

eci�cationS
.

�
It

denotes
allcontroller

softw
ares

w
hich

\faithfully"
sellwater.

(O
r

w
hich

refuse
to

accept
C

50
coins,

or
blo

ck
the

`W
AT

E
R

'button).

�
F

orm
ally

Jbuy
w

aterKspec
=

fS
jJS

K
satis�es

`buyw
ater'g:

�
In

pictures:

(�
�

A
) !

allcom
putation

paths
satisfying

`buy
w

ater'

JS
K

of
one

acceptable
softw

are
S

(�
�

A
) !

JS
K

of
one

not
acceptable
softw

are
S

�
T

hen
w

e
can

check
correctness

of
a

given
softw

are
S

by
exam

ining
its

com
putation

pathsJS
K.

T
hree

B
asic

D
irections
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(�
�

A
) !

allcom
putation

paths
satisfying

sp
eci�cation

Form
alVeri�cation
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�
O

ne
style

of
requirem

ents
sp

eci�cations
:

pre-
and

p
ost-conditions

(on
w

hole
program

s
or

on
pro

cedures).

�
LetS

b
e

a
program

w
ith

states
from�

and
letp

and
q

b
e

form
ulae

such
that

there
is

a satisfaction
relation

j=
�

�
�f

p;qg.

�
S

is
calledpartially

correct
w

rt.
p

and
q,

denoted
by

j=
fpg

S
fqg,

if
and

only
if

8
�

=
�

0
�

1
�!

�
1

�
2

�!
�

2
����

n
�

1
�

n
��!

�
n

2
JS

K
�

�
0

j=
p

=
)

�
n

j=
q

(\if
S

term
inates

from
a

state
satisfying

p,
then

the
�nalstate

of
that

com
putation

satis�es
q")

�
S

is
calledtotally

correct
w

rt.
p

and
q,

denoted
by

j=
tot

fpg
S

fqg,
if

and
only

if

�
fpg

S
fqg

(S
is

partially
correct),

and

�
8

�
2

JS
K

�
�

0
j=

p
=

)
j

�
j2

N
0

(S
term

inates
from

allstates
satisfyingp;

length
of

paths:j
�

j
:�

!
N

0
_[f?g

).

E
xam

ple
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C
om

puting
squares

(of
num

b
ers0;:::;27).

�
P

re-condition
:

p
�

0
�

x
�

27,
p

ost-condition
:

q
�

y
=

x
2.

�
P

rogram
S

1 :
1

in
t

y
=

x
;

2
y

=
(x

�
1

)
�

x
+

y
;

j=
?

fpg
S

1
fqg,

j=
?tot

fpg
S

1
fqg

�
P

rogram
S

2 :
1

in
t

y
=

x
;

2
in

t
z

;
//

u
n

in
itia

lis
e

d
3

y
=

((x
�

1
)

�
x

+
y

)
+

z
;

j=
?

fpg
S

2
fqg,

j=
?tot

fpg
S

2
fqg

�
P

rogram
S

3 :
1

in
t

y
=

x
;

2
y

=
(x

�
1

)
�

x
+

y
;

3
w

h
ile

(1
);

j=
?

fpg
S

3
fqg,

j=
?tot

fpg
S

3
fqg

�
P

rogram
S

4 :
1

in
t

y
=

x
;

2
in

t
z

;
//

u
n

in
itia

lis
e

d
3

y
=

((x
�

1
)

�
x

+
y

)
+

z
;

4
w

h
ile

(z
);

j=
?

fpg
S

4
fqg,

j=
?tot

fpg
S

4
fqg

D
eterm

inistic
P

rogram
s
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S
yntax:

S
:=

skip
ju

:=
t

jS
1 ;S

2
jif

B
then

S
1

else
S

2
�

jw
hile

B
do

S
1

do

w
here

u
is

a
variable,t

a
typ

e-com
patible

expression,B
a

B
o

olean
expression.

S
em

antics:
(is

induced
by

the
follow

ing
transition

relation)

(i)
hskip;

�
i!h

E
;

�
i

(ii)
hu

:=
t;

�
i!h

E
;

�
[u

:=
�

(t)]i

(iii)
hS

1 ;
�

i!h
S

2 ;
�i

hS
1 ;S

;
�

i!h
S

2 ;S
;

�i

(iv)
hif

B
then

S
1

else
S

2
�

;
�

i!h
S

1 ;
�

i,
if

�
j=

B
,

(v)
hif

B
then

S
1

else
S

2
�

;
�

i!h
S

2 ;
�

i,
if

�
6j=

B
,

(vi)
hw

hile
B

do
S

do
;

�
i!h

S
;w

hile
B

do
S

do
;

�
i,

if
�

j=
B

,

(vii)
hw

hile
B

do
S

do
;

�
i!h

E
;

�
i,

if
�

6j=
B

,

E
denotes

the
em

pty
program

;
de�neE

;S
�

S
;E

�
S

.

N
ote

:
the

�rst
com

p
onent

of
hS

;
�

i
is

a
program

(structural
op

erationalsem
antics).

C
om

putations
ofD

eterm
inistic

P
rogram

s
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D
e�nition.

(i)
A

transition
sequence

of
S

(starting
in

�
)

is
a

�nite
or

in�nite
sequence

hS
;

�
i

=
hS

0 ;
�

0 i!h
S

1 ;
�

1 i!
:::

(that
is,

hS
i ;

�
i i

and
hS

i+
1

;
�

i+
1

i
are

in
transition

relation
for

all
i).

(ii)
A

com
putation

(path)
of

S
(starting

in
�

)
is

a
m

axim
altransition

se-
quence

ofS
(starting

in
�

),
i.e.

in�nite
or

not
extendible.

(iii)
A

com
putation

of
S

is
said

to

a)
term

inate
in

�
if

and
only

if
it

is
�nite

and
ends

w
ith

hE
;

�
i,

b)
diverge

if
and

only
if

it
is

in�nite.
S

can
diverge

from
�

if
and

only
if

there
is

a
diverging

com
putation

starting
in�

.

(iv)
W

e
use

!
�

to
denote

the
transitive,

re
exive
closure

of!
.

Lem
m

a.
F

or
each

determ
inistic

program
S

and
each

state�
,

there
is

exactly
one

com
putation

ofS
w

hich
starts

in
�

.

E
xam

ple
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(i)
hskip

;
�

i!h
E

;
�

i
E

;S
�

S
;E

�
S

(ii)
hu

:=
t;

�
i!h

E
;

�
[u

:=
�

(t)]i

(iii)
hS

1 ;
�

i!h
S

2 ;
�i

hS
1 ;S

;
�

i!h
S

2 ;S
;

�i
(iv)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
1 ;

�
i,

if
�

j=
B

,
(v)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
2 ;

�
i,

if
�

6j=
B

,
(vi)

hw
hile

B
do

S
do

;
�

i!
h

S
;w

hile
B

do
S

do
;

�
i,

if
�

j=
B

,
(vii)

hw
hile

B
do

S
do

;
�

i!
h

E
;

�
i,

if
�

6j=
B

,

C
onsiderprogram

S
�

a[0]:=
1;a[1]:=

0;w
hile

a[x]6=
0

do
x

:=
x

+
1

do
and

a
state

�
w

ith
�

j=
x

=
0

.

E
xam

ple
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(i)
hskip

;
�

i!h
E

;
�

i
E

;S
�

S
;E

�
S

(ii)
hu

:=
t;

�
i!h

E
;

�
[u

:=
�

(t)]i

(iii)
hS

1 ;
�

i!h
S

2 ;
�i

hS
1 ;S

;
�

i!h
S

2 ;S
;

�i
(iv)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
1 ;

�
i,

if
�

j=
B

,
(v)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
2 ;

�
i,

if
�

6j=
B

,
(vi)

hw
hile

B
do

S
do

;
�

i!
h

S
;w

hile
B

do
S

do
;

�
i,

if
�

j=
B

,
(vii)

hw
hile

B
do

S
do

;
�

i!
h

E
;

�
i,

if
�

6j=
B

,

C
onsiderprogram

S
�

a[0]:=
1;a[1]:=

0;w
hile

a[x]6=
0

do
x

:=
x

+
1

do
and

a
state

�
w

ith
�

j=
x

=
0

.

hS
;

�i



E
xam

ple
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(i)
hskip

;
�

i!h
E

;
�

i
E

;S
�

S
;E

�
S

(ii)
hu

:=
t;

�
i!h

E
;

�
[u

:=
�

(t)]i

(iii)
hS

1 ;
�

i!h
S

2 ;
�i

hS
1 ;S

;
�

i!h
S

2 ;S
;

�i
(iv)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
1 ;

�
i,

if
�

j=
B

,
(v)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
2 ;

�
i,

if
�

6j=
B

,
(vi)

hw
hile

B
do

S
do

;
�

i!
h

S
;w

hile
B

do
S

do
;

�
i,

if
�

j=
B

,
(vii)

hw
hile

B
do

S
do

;
�

i!
h

E
;

�
i,

if
�

6j=
B

,

C
onsiderprogram

S
�

a[0]:=
1;a[1]:=

0;w
hile

a[x]6=
0

do
x

:=
x

+
1

do
and

a
state

�
w

ith
�

j=
x

=
0

.

hS
;

�i
(ii

);(iii
)

�����!
h

a[1]:=
0;w

hile
a[x]6=

0
do

x
:=

x
+

1
do

;
�

[a[0]:=
1]i

E
xam

ple
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(i)
hskip

;
�

i!h
E

;
�

i
E

;S
�

S
;E

�
S

(ii)
hu

:=
t;

�
i!h

E
;

�
[u

:=
�

(t)]i

(iii)
hS

1 ;
�

i!h
S

2 ;
�i

hS
1 ;S

;
�

i!h
S

2 ;S
;

�i
(iv)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
1 ;

�
i,

if
�

j=
B

,
(v)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
2 ;

�
i,

if
�

6j=
B

,
(vi)

hw
hile

B
do

S
do

;
�

i!
h

S
;w

hile
B

do
S

do
;

�
i,

if
�

j=
B

,
(vii)

hw
hile

B
do

S
do

;
�

i!
h

E
;

�
i,

if
�

6j=
B

,

C
onsiderprogram

S
�

a[0]:=
1;a[1]:=

0;w
hile

a[x]6=
0

do
x

:=
x

+
1

do
and

a
state

�
w

ith
�

j=
x

=
0

.

hS
;

�i
(ii

);(iii
)

�����!
h

a[1]:=
0;w

hile
a[x]6=

0
do

x
:=

x
+

1
do

;
�

[a[0]:=
1]i

(ii
);(iii

)
�����!

h
w

hile
a[x]6=

0
do

x
:=

x
+

1
do

;
�

0i
(vi)
��!

h
x

:=
x

+
1;

w
hile

a[x]6=
0

do
x

:=
x

+
1

do
;

�
0i

w
here

�
0=

�
[a[0]:=

1][a[1]:=
0].

E
xam
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(i)
hskip

;
�

i!h
E

;
�

i
E

;S
�

S
;E

�
S

(ii)
hu

:=
t;

�
i!h

E
;

�
[u

:=
�

(t)]i

(iii)
hS

1 ;
�

i!h
S

2 ;
�i

hS
1 ;S

;
�

i!h
S

2 ;S
;

�i
(iv)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
1 ;

�
i,

if
�

j=
B

,
(v)

hif
B

then
S

1
else

S
2

�
;

�
i!h

S
2 ;

�
i,

if
�

6j=
B

,
(vi)

hw
hile

B
do

S
do

;
�

i!
h

S
;w

hile
B

do
S

do
;

�
i,

if
�

j=
B

,
(vii)

hw
hile

B
do

S
do

;
�

i!
h

E
;

�
i,

if
�

6j=
B

,

C
onsiderprogram

S
�

a[0]:=
1;a[1]:=

0;w
hile

a[x]6=
0

do
x

:=
x

+
1

do
and

a
state

�
w

ith
�

j=
x

=
0

.

hS
;

�i
(ii

);(iii
)

�����!
h

a[1]:=
0;w

hile
a[x]6=

0
do

x
:=

x
+

1
do

;
�

[a[0]:=
1]i

(ii
);(iii

)
�����!

h
w

hile
a[x]6=

0
do

x
:=

x
+

1
do

;
�

0i
(vi)
��!

h
x

:=
x

+
1;

w
hile

a[x]6=
0

do
x

:=
x

+
1

do
;

�
0i

(ii
);(iii

)
�����!

h
w

hile
a[x]6=

0
do

x
:=

x
+

1
do

;
�

0[x
:=

1]i
(vii

)
���!

h
E

;
�

0[x
:=

1]i

w
here

�
0=

�
[a[0]:=

1][a[1]:=
0].
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D
e�nition.

LetS
b

e
a

determ
inistic

program
.

(i)
T

he
sem

antics
of

partial
correctness

is
the

function

M
JS

K
:�

!
2

�

w
ith

M
JS

K(�
)

=
f�

jhS
;

�i!
�

hE
;

�ig
:

(ii)
T

he
sem

antics
of

total
correctness

is
the

function

M
tot JS

K
:�

!
2

�
_[f?g

w
ith

M
tot JS

K(�
)

=
M

JS
K(�

)
[f?

j
S

can
diverge

from
�

g:
?

is
an

error
state

representing
divergence.

N
ote

:
M

tot JS
K(�

)
has

exactly
one

elem
ent,M

JS
K(�

)
at

m
ost

one.

C
orrectness

ofD
eterm

inistic
P

rogram
s
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D
e�nition.

(i)
A

correctness
form

ulafpg
S

fqg
holds

in
the

sense
of

partial
correctness ,

denoted
byj=

fpg
S

fqg,
if

and
only

if

M
JS

K(JpK)
�

JqK:

W
e

sayS
is

partially
correct

w
rt.p

and
q.

(ii)
A

correctness
form

ulafpg
S

fqg
holds

in
the

sense
of

total
cor-

rectness,
denoted

byj=
tot

fpg
S

fqg,
if

and
only

if

M
tot JS

K(JpK)
�

JqK:

W
e

sayS
is

totally
correct

w
rt.p

and
q.

E
xam

ple:
C

orrectness
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�
B

y
the

previous
exam

ple,we
have

show
n

j=
fx

=
0

g
S

fx
=

1
g

and
j=

tot
fx

=
0

g
S

fx
=

1
g:

(b
ecause

w
e

only
assum

ed�
j=

x
=

0
for

the
exam

ple,
w

hich
is

exactly
the

precondition.)

�
W

e
have

also
show

n:

j=
fx

=
0

g
S

fx
=

1
^

a[x]=
0

g:

�
T

he
follow

ing
correctness

form
ulado

es
not

hold
for

S
:

fx
=

2
g

S
ftrueg:

(e.g.,
if

�
j=

a[i]6=
0

for
alli>

2.)

�
In

the
sense

ofpartial
correctness

,

fx
=

2
^

8
i

�
2

�
a[i]=

1
g

S
ffalseg

also
holds.



P
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ystem
P
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A
xiom

1:
S

kip-S
tatem

ent

fpg
skip

fpg

A
xiom

2:
A

ssignm
ent

fp[u
:=

t]g
u

:=
t

fpg

R
ule

3:
S

equential
C

om
p

osition

fpg
S

1
frg;frg

S
2

fqg
fpg

S
1 ;

S
2

fqg

R
ule

4:
C

onditional
S

tatem
ent

fp
^

B
g

S
1

fqg;fp
^

:
B

g
S

2
fqg;

fpg
if

B
then

S
1

else
S

2
�

fqg

R
ule

5:
W

hile-Lo
op

fp
^

B
g

S
fpg

fpg
w

hile
B

do
S

do
fp

^
:

B
g

R
ule

6:
C

onsequence

p
!

p
1 ;fp

1 g
S

fq
1 g;q

1
!

q
fpg

S
fqg

T
heorem

.
P

D
is

correct
(\sound")

and
(relative)

com
plete

for
partialcorrect-

ness
of

determ
inistic

program
s,

i.e.̀
P

D
fpg

S
fqg

if
and

only
ifj=

fpg
S

fqg.

S
ubstitution

{ 15 { 2015-07-09 { Spsq {

25
/54

In
P

D
usessubstitution

of
the

form
p[u

:=
t].

(In
form

ula
p,

replace
all(free)

o
ccurences

of
(program

or
logical)

variable
u

by
term

t.)

U
sually

straightforw
ard,

but
indexed

and
b

ound
variables

n
eed

to
b

e
treated

sp
ecially:

E
xpressions:

�
plain

variable:
x

[u
:=

t]
�

(
t

,
if

x
=

u
x

,
otherw

ise

�
constant

c:
c[u

:=
t]

�
c.

�
constant

op
,

term
s

s
i :

op
(s

1 ;:::;s
n

)[u
:=

t]
�

op
(s

1 [u
:=

t];:::;s
n

[u
:=

t]).

�
indexed

variable,u
plain

or
u

�
b[t1 ;:::;t

m
]

and
a

6=
b:

(a[s
1 ;:::;s

n
])[u

:=
t]

�
a[s

1 [u
:=

t];:::;s
n

[u
:=

t]])

�
indexed

variable,u
�

a[t1 ;:::;t
m

]:
(a[s

1 ;:::;s
n

])[u
:=

t]
�

if
V

ni=
1

s
i [u

:=
t]=

ti
then

t
else

a[s
1 [u

:=
t];:::;s

n
[u

:=
t]]

�

�
conditionalexpression:
if

B
then

s
1

else
s

2
�

[u
:=

t]
�

if
B

[u
:=

t]
then

s
1 [u

:=
t]

else
s

2 [u
:=

t]
�

F
orm

ulae
:

�
b

o
olean

expressionp
�

s:
p[u

:=
t]

�
s[u

:=
t]

�
negation:
(:

q)[u
:=

t]
�:

(q[u
:=

t])

�
conjunction

etc.:
(q

^
r)[u

:=
t]

�
q[u

:=
t]^

r[u
:=

t]

�
quanti�er:
(8

x
:

q)[u
:=

t]
�8

y
:

q[x
:=

y][u
:=

t]
y

fresh
(not

in
q

;t;u
),

sam
e

typ
e

asx
.

E
xam

ple
P

roof
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D
IV

�
q

:=
0;

r
:=

x;
w

hile
r

�
y

do
r

:=
r

�
y;

q
:=

q
+

1
do

(T
he

�rst
(textually

represented)
program

that
has

b
een

for
m

ally
veri�ed

(
H

oare,
1969).

W
e

w
ant

to
provej=

fx
�

0
^

y
�

0g
D

IV
fq

�y
+

r
=

x
^

r
<

y
g

N
ote

:
w

riting
a

program
S

w
hich

satis�es
this

correctness
form

ula
is

m
uch

easier
ifS

m
ay

change
x

and
y...

T
he

pro
of

needs
alo

op
invariant,

w
e

cho
ose

(creative
act!):

P
�

q
�y

+
r

=
x

^
r

�
0

W
e

prove

�
(1)

fx
�

0
^

y
�

0g
q

:=
0;

r
:=

x
fP

g
and

�
(2)

fP
^

r
�

yg
r

:=
r

�
y;

q
:=

q
+

1
fP

g
in

P
D

,
and

�
(3)

P
^

:
(r

�
y)

!
q

�y
+

r
=

x
^

r
<

y
\by

hand".

E
xam

ple
P
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(A
1)

fpg
skip

fpg
(R

4)
fp

^
B

g
S

1
fqg;fp

^
:

B
g

S
2

fqg;
fpg

if
B

then
S

1
else

S
2

�
fqg

(A
2)

fp[u
:=

t]g
u

:=
t

fpg
(R

5)
fp

^
B

g
S

fpg
fpg

w
hile

B
do

S
do

fp
^

:
B

g

(R
3)

fpg
S

1
frg;frg

S
2

fqg
fpg

S
1 ;

S
2

fqg
(R

6)
p

!
p

1 ;fp
1 g

S
fq

1 g;q
1

!
q

fpg
S

fqg

A
ssum

e:

�
(1)

fx
�

0
^

y
�

0g
q

:=
0;

r
:=

x
fP

g,

�
(2)

fP
^

r
�

yg
r

:=
r

�
y;

q
:=

q
+

1
fP

g,
and

�
(3)

P
^

:
(r

�
y)

!
q

�y
+

r
=

x
^

r
<

y
.

�
B

y
rule

(R
5),

w
e

obtain,
using

(2),

`
f

P
g

w
hile

r
�

y
do

r
:=

r
�

y;
q

:=
q

+
1

do
fP

^
:

(r
�

y)g

E
xam
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(A
1)

fpg
skip

fpg
(R

4)
fp

^
B

g
S

1
fqg;fp

^
:

B
g

S
2

fqg;
fpg

if
B

then
S

1
else

S
2

�
fqg

(A
2)

fp[u
:=

t]g
u

:=
t

fpg
(R

5)
fp

^
B

g
S

fpg
fpg

w
hile

B
do

S
do

fp
^

:
B

g

(R
3)

fpg
S

1
frg;frg

S
2

fqg
fpg

S
1 ;

S
2

fqg
(R

6)
p

!
p

1 ;fp
1 g

S
fq

1 g;q
1

!
q

fpg
S

fqg

A
ssum

e:

�
(1)

fx
�

0
^

y
�

0g
q

:=
0;

r
:=

x
fP

g,

�
(2)

fP
^

r
�

yg
r

:=
r

�
y;

q
:=

q
+

1
fP

g,
and

�
(3)

P
^

:
(r

�
y)

!
q

�y
+

r
=

x
^

r
<

y
.

�
B

y
rule

(R
5),

w
e

obtain,
using

(2),

`
f

P
g

w
hile

r
�

y
do

r
:=

r
�

y;
q

:=
q

+
1

do
fP

^
:

(r
�

y)g

�
B

y
rule

(R
3),

w
e

obtain,
using

(1),

`
f

x
�

0
^

y
�

0g
D

IV
fP

^
:

(r
�

y)g

�
B

y
rule

(R
6),

w
e

obtain,
using

(3),

`
f

x
�

0
^

y
�

0g
D

IV
fq

�y
+

r
=

x
^

r
<

y
g

P
roof:

(2)
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(A
1)

fpg
skip

fpg
(R

4)
fp

^
B

g
S

1
fqg;fp

^
:

B
g

S
2

fqg;
fpg

if
B

then
S

1
else

S
2

�
fqg

(A
2)

fp[u
:=

t]g
u

:=
t

fpg
(R

5)
fp

^
B

g
S

fpg
fpg

w
hile

B
do

S
do

fp
^

:
B

g

(R
3)

fpg
S

1
frg;frg

S
2

fqg
fpg

S
1 ;

S
2

fqg
(R

6)
p

!
p

1 ;fp
1 g

S
fq

1 g;q
1

!
q

fpg
S

fqg

�
P

�
q

�y
+

r
=

x
^

r
�

0,

�
(2):

fP
^

r
�

yg
r

:=
r

�
y;

q
:=

q
+

1
fP

g

�
f(q

+
1)

�y
+

r
=

x
^

x
�

0g
q

:=
q

+
1

fP
g

by
(A

2),
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(A
1)

fpg
skip

fpg
(R

4)
fp

^
B

g
S
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fqg;fp

^
:

B
g

S
2

fqg;
fpg

if
B

then
S

1
else

S
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�
fqg
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fp[u
:=

t]g
u

:=
t

fpg
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fp

^
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g
S

fpg
fpg
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hile
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S
do

fp
^
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g

(R
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fpg
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1
frg;frg

S
2

fqg
fpg

S
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S
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fqg
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p

!
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1 ;fp
1 g

S
fq

1 g;q
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!
q

fpg
S

fqg

�
P

�
q

�y
+

r
=

x
^

r
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�
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fP
^

r
�

yg
r

:=
r

�
y;

q
:=

q
+

1
fP

g

�
f(q

+
1)

�y
+

r
=

x
^

x
�

0g
q

:=
q

+
1

fP
g

by
(A

2),

�
f(q

+
1)

�y
+

(
r

�
y)

=
x

^
(r

�
y)

�
0g

r
:=

r
�

y
f(q

+
1)

�y
+

r
=

x
^

x
�

0g
by

(A
2),

P
roof:

(2)
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q

fpg
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fqg
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P
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q
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+

r
=

x
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q
:=

q
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1
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+

r
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�
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:=
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1
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g
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�
f(q

+
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+
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r
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=
x

^
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0g
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:=

r
�

y
f(q

+
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�y
+

r
=

x
^

x
�
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by

(A
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�
f(q

+
1)

�y
+

(
r

�
y)

=
x

^
(r

�
y)

�
0g

r
:=

r
�

y;
q

:=
q

+
1

fP
g

by
(R

3),

�
(2)

by
(R

6),
usingP

^
r

�
y

!
(q

+
1)

�y
+

(
r

�
y)

=
x

^
(r

�
y)

�
0:

P
roof:

(1)
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(A
1)

fpg
skip

fpg
(R

4)
fp

^
B

g
S

1
fqg;fp

^
:

B
g

S
2

fqg;
fpg

if
B

then
S

1
else

S
2

�
fqg

(A
2)

fp[u
:=

t]g
u

:=
t

fpg
(R

5)
fp

^
B

g
S

fpg
fpg

w
hile

B
do

S
do

fp
^

:
B

g

(R
3)

fpg
S

1
frg;frg

S
2

fqg
fpg

S
1 ;

S
2

fqg
(R

6)
p

!
p

1 ;fp
1 g

S
fq

1 g;q
1

!
q

fpg
S

fqg

�
P

�
q

�y
+

r
=

x
^

r
�

0,

�
(1)

fx
�

0
^

y
�

0g
q

:=
0;

r
:=

x
fP

g

�
fq

�y
+

x
=

x
^

x
�

0g
r

:=
x

fP
g

by
(A

2),

�
f0

�y
+

x
=

x
^

x
�

0g
q

:=
0

fq
�y

+
x

=
x

^
x

�
0g

by
(A

2),

�
f0

�y
+

x
=

x
^

x
�

0g
q

:=
0;

r
:=

x
fP

g
by

(R
3),

�
(1)

by
(R

6)
using

x
�

0
^

y
�

0
!

0
�y

+
x

=
x

^
x

�
0:

O
nce

A
gain
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(A
1)

fpg
skip

fpg

(A
2)

fp[u
:=

t]g
u

:=
t

fpg

(R
3)

fpg
S

1
frg;frg

S
2

fqg
fpg

S
1 ;

S
2

fqg

(R
4)

fp
^

B
g

S
1

fqg;fp
^

:
B

g
S

2
fqg;

fpg
if

B
then

S
1

else
S

2
�

fqg

(R
5)

fp
^

B
g

S
fpg

fpg
w

hile
B

do
S

do
fp

^
:

B
g

(R
6)

p
!

p
1 ;fp

1 g
S

fq
1 g;q

1
!

q
fpg

S
fqg

�
P

�
q

�y
+

r
=

x
^

r
�

0

fx
�

0
^

y
�

0g

f0
�y

+
x

=
x

^
x

�
0g

�
q

:=
0;

fq
�y

+
x

=
x

^
x

�
0g

�
r

:=
x

;

fq
�y

+
r

=
x

^
x

�
0g

fP
g

�
w

hile
r

�
y

do

fP
^

r
�

yg

f(q
+

1)
�y

+
(

r
�

y)
=

x
^

(r
�

y)
�

0g
�

r
:=

r
�

y;

f(q
+

1)
�y

+
r

=
x

^
x

�
0g

�
q

:=
q

+
1

fq
�y

+
r

=
x

^
x

�
0g

fP
g

�
dofP

^
:

(r
�

y)g

fq
�y

+
r

=
x

^
r

<
y

g

M
odular

R
easoning
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W
e

can
add

a
rule

for
function

calls
(sim

plest
case:

only
glob
alvariables):

(R
7)

fpg
f

fqg
fpg

f
()

fqg

\If
w

e
have

`
f

pg
f

fqg
for

the
im

plem
entation

of
function

f
,

then
if

f
is

called
in

a
state

satisfyingp,
the

state
after

return
off

w
illsatisfy

q."

p
is

called pre-condition
of

f
,

q
is

calledp
ost-condition

.

E
xam

ple:
if

w
e

have

�
ftrueg

read
num

berf0
�

ret
<

10
8g

�
f0

�
x

^
0

�
yg

add
f(old

(x
)+

old
(y)

<
10

8
^

ret
=

old
(x

)+
old

(y))
_

ret
<

0g

�
ftrueg

display
f(0

�
old

(x
)

<
10

8
=

)
"old

(x
)")

^
(old

(x
)

<
0

=
)

"-E
-

")g

w
e

m
ay

b
e

able
to

prove
our

(!
later)

p
o

cket
calculator

correct.

12345678
+

27

7
8

9
0

4
5

6
+

1
2

3
=

1
in

t
m

a
in

()
f

23
w

h
ile

(
tru

e
)

f
4

in
t

x
=

re
a

d
n

u
m

b
e

r
();

5
in

t
y

=
re

a
d

n
u

m
b

e
r

();
67

in
t

su
m

=
a

d
d

(
x

,
y

);
89

d
is

p
la

y
(su

m
);

10
g

11
g

A
ssertions
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W
e

add
another

rule
forassertions:

(A
3)

fpg
assert

(p)
fpg

�
T

hat
is,

if
p

holds
b

efore
the

assertion,
then

w
e

cancontinue
w

ith
the

pro
of.

�
O

therw
ise

w
e\get

stuck"
.

S
o

w
ecannot

even
prove

ftrueg
x

:=
0;

assert
(x

=
27)

ftrueg:

to
hold

(it
is

not
derivable).

�
W

hich
is

exactly
w

hat
w

e
w

ant
|

if
w

e
add

�
hassert

(B
);

�
i!h

E
;

�
i

if
�

j=
B

,

to
the

transition
relation.

(If
the

assertion
do

es
not

hold,
the

em
pty

program
is

not
reached;

the
assertion

rem
ains

in
the

�rst
com

p
onent:abnorm

al
program

term
ination).



W
hy

A
ssertions?

{ 15 { 2015-07-09 { Spsq {

33
/54

�
A

vailable
in

standard
libraries

of
m

any
program

m
ing

langua
ges,

e.g.
C

:

1
A

S
S

E
R

T
(3)

Linux
P

rogram
m

er's
M

anual
A

S
S

E
R

T
(3)

23
N

A
M

E
4

assert�
ab

ort
the

program
if

assertion
is

false
56

S
Y

N
O

P
S

IS
7

#include
<

assert.h>
89

void
assert(scalar

expression);
1011

D
E

S
C

R
IP

T
IO

N
12

[...]
the

m
acro

assert()
prints

an
error

m
essage

to
stan

13
dard

error
and

term
inates

the
program

by
calling

ab
ort(3)

if
exp
ression

14
is

false
(i.e.,

com
pares

equalto
zero).

1516
T

he
purp

ose
of

this
m

acro
is

to
help

the
program

m
er

�nd
bugs

in
his

17
program

.
T

he
m

essage
"assertion

failed
in

�le
fo

o.c,
function

18
do

bar(),
line

1287"
is

of
no

help
at

allto
a

user.

W
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�
A

vailable
in

standard
libraries

of
m

any
program

m
ing

langua
ges,

e.g.
C

:

1
A

S
S

E
R

T
(3)

Linux
P

rogram
m

er's
M

anual
A

S
S

E
R

T
(3)

23
N

A
M

E
4

assert�
ab

ort
the

program
if

assertion
is

false
56

S
Y

N
O

P
S

IS
7

#include
<

assert.h>
89

void
assert(scalar

expression);
1011

D
E

S
C

R
IP

T
IO

N
12

[...]
the

m
acro

assert()
prints

an
error

m
essage

to
stan

13
dard

error
and

term
inates

the
program

by
calling

ab
ort(3)

if
exp
ression

14
is

false
(i.e.,

com
pares

equalto
zero).

1516
T

he
purp

ose
of

this
m

acro
is

to
help

the
program

m
er

�nd
bugs

in
his

17
program

.
T

he
m

essage
"assertion

failed
in

�le
fo

o.c,
function

18
do

bar(),
line

1287"
is

of
no

help
at

allto
a

user.

�
A

ssertions
at

w
ork:

1
in

t
s

q
u

a
re

(
in

t
x

)
2

f
3

a
s

s
e

rt(
x

<
s

q
rt(x

)
);

45
re

tu
rn

x
�

x
;

6
g

1
v

o
id

f(
...

)
f

2
a

s
s

e
rt(

p
);

3
...

4
a

s
s

e
rt(

q
);

5
g

T
he

Verifying
C

C
om

piler
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V
C

C

{ 15 { 2015-07-09 { Svcc {

35
/54

�
T

he
V

erifying
C

C
om

piler
(V

C
C

)
basically

im
plem

ents
H

oare-style
reasoning.

�
S

p
ecial

syntax:

�
#include

<
vcc.h>

�
(requires

p
)

|
pre-condition,

p
is

a
C

expression

�
(ensures

q)
|

p
ost-condition,

q
is

a
C

expression

�
(invariant

expr)
|

lo
o

op
invariant,

expr
is

a
C

expression

�
(assert

p
)

|
interm

ediate
invariant,

p
is

a
C

expression

�
(w

rites
&

v)
|

V
C

C
considers

concurrent
C

program
s;

w
e

need
to

declare
for

each
pro

cedure
w

hich
globalvariables

it
is

allow
ed

to
w

rite
to

(also
checked

by
V

C
C

)

�
S

p
ecial

expressions:

�
nthread

local(&
v)

|
no

other
thread

w
rites

to
variable

v
(in

pre-conditions)

�
nold(v)

|
the

value
of

v
w

hen
pro

cedure
w

as
called

(usefulfor
p

ost-conditions)

�
nresult

|
return

value
of

pro
cedure

(usefulfor
p

ost-conditions)

V
C

C
S

yntax
E

xam
ple
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1
#

in
c

lu
d

e
<

v
c

c
.h>

23
in

t
q

,
r

;
45

v
o

id
d

iv
(

in
t

x
,

in
t

y
)

6
(

re
q

u
ire

s
x

>
=

0
&&

y
>

=
0

)
7

(
e

n
s

u
re

s
q

�
y

+
r

==
x

&&
r

<
y

)
8

(
w

rite
s

&
q

)
9

(
w

rite
s

&
r)

10
f

11
q

=
0

;
12

r
=

x
;

13
w

h
ile

(r
>

=
y

)
14

(
in

v
a

ria
n

t
q

�
y

+
r

==
x

&&
r

>
=

0
)

15
f

16
r

=
r

�
y

;
17

q
=

q
+

1
;

18
g

19
g

D
IV

�
q

:=
0;

r
:=

x
;

w
hile

r
�

y
do

r
:=

r
�

y;
q

:=
q

+
1

do

fx
�

0
^

y
�

0g
D

IV
fq

�y
+

r
=

x
^

r
<

y
g

V
C

C
W

eb-Interface
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V
C

C
A

rchitecture
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V
C

C
Features
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�
F

or
the

exercises,
w

e
use

V
C

C
only

forsequential,
single-thread

program
s

.

�
V

C
C

checks
a

num
b

er
ofim

plicit
assertions

:

�
no

arithm
etic

over
ow
in

expressions
(according

to
C

-standard),

�
array-out-of-b

ounds
access,

�
N

U
LL-p

ointer
dereference

,

�
and

m
any

m
ore.

�
V

C
C

also
supp

orts:

�
concurrency:

di�erent
threads

m
ay

w
rite

to
shared

globalvariables;
V

C
C

can
check

w
hether

concurrent
access

to
shared

variables
is

prop
erly

m
anaged;

�
data

structure
invariants

:
w

e
m

ay
declare

invariants
that

have
to

hold
for,

e.g.,
records

(e.g.
the

length
�eld

l
is

alw
ays

equalto
the

length
of

the
string

�eld
str

);
those

invariants
m

ay
tem

p
orarily

b
e

violated
w

hen
up

dating
the

data
structure.

�
and

m
uch

m
ore.

�
V

eri�cation
do

es
not

alw
ays

succeed:

�
T

he
backend

S
M

T
-solver

m
ay

not
b

e
able

to
discharge

pro
of-ob

ligations
(in

particular
non-linear

m
ultiplication

and
division

are
challenging);

�
In

m
any

cases,
w

e
need

to
providelo

op
invariants

m
anually.

Interpretation
ofR

esults
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�
V

C
C

says:
\veri�cation

succeeded

W
e

can
only

conclude
that

the
to

ol|
under

its
interpretation

of
the

C
-standard,

under
its

platform
assum

ptions
(32-bit),

etc.
|

\thinks"
that

it
can

prove
j=

fpg
D

IV
fqg.

C
an

b
e

due
to

an
error

in
the

to
ol!

Yet
w

e
can

ask
for

a
printout

of
the

pro
of

and
check

it
m

anually
(hardly

p
ossible

in
practice)

or
w

ith
other

to
ols

like
interactive

theorem
provers.

N
ote

:
j=

ffalseg
f

fqg
alw

ays
holds

|
so

a
m

istake
in

w
riting

dow
n

the
pre-condition

can
provoke

a
false

negative.

�
V

C
C

says:
\veri�cation

failed

�
O

ne
case:

\tim
eout"

etc.
|

com
pletely

inconclusive
outcom

e.

�
T

he
to

oldo
es

not
provide

counter-exam
ples

in
the

form
of

a
com

putation
path.

It
(only)

gives
hints

on
input

values
satisfying

p
and

causing
a

violation
ofq.

M
ay

b
e

a
false

negative
if

these
inputs

are
actually

never
used.

M
ake

pre-condition
p

stronger,
and

try
again.

(A
utom

atic)
Form

alVeri�cation
Techniques
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(�
�

A
) !

allcom
putation

paths
satisfying

sp
eci�cation

Investigate
A

ll
P

aths

(like
U

ppaal;
p

ossible
for

�nite-state
softw

are;
no

false
p

ositives
or

negatives)

(A
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atic)
Form

alVeri�cation
Techniques

{ 15 { 2015-07-09 { Soverunder {

41
/54

(�
�

A
) !

allcom
putation

paths
satisfying

sp
eci�cation

Investigate
A

ll
P

aths

(like
U

ppaal;
p

ossible
for

�nite-state
softw

are;
no

false
p

ositives
or

negatives)
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