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Context

Developawirelessfirealarmsystem(safetycritical).

Requirescertificationtointernationalstandards.

Smallcompanywithlittletonoexperiencewithformalmethods,but
anacuteneedforproductsafetyandquality.

Projectduration:ca.2years.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT20152/23

Goals

Canformalmethodshandledevelopmentprojectsinthecontextafa
smallcompany(SME)?atwhichcost?

Howtotacklerequirementsfromindustrialstandardsusingformal
methods?

Whatresearchideasemergedfromtheproject?

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT20153/23





Challenges

Testingadesignisdifficult:

Thereisaverylargenumberofpossiblesystemconfigurations.

Requiresaprototypeimplementation.

Controllingtimingandradiocommunicationenvironmentsrequires
costlyprocedures.

Therequirementsassumeaninherentnondeterminism.
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Challenges

Testingadesignisdifficult:

Thereisaverylargenumberofpossiblesystemconfigurations.

Requiresaprototypeimplementation.

Controllingtimingandradiocommunicationenvironmentsrequires
costlyprocedures.

Therequirementsassumeaninherentnondeterminism.

Thus:
Verificationcouldhelp.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT20155/23

GeneralRisks

Developmentinasmallcompany.

Developmentteamof3people:1computerscientist,1programmer,1
electricalengineer.

Underspecifiedstandardrequirements.

Highcostofcertification.

Afailedcertificationattemptthreatenstheveryexistenceofthe
company.
Marketintroductiondeadlineshavehighpriority.

Lackofstructureinthesoftwaredevelopmentprocess.

Weakdocumentationpractices.
Nofamiliaritywithmodel-baseddevelopment.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT20156/23

WhattoVerify:RequirementsFormalization

EN-54provides:

High-levelreal-timerequirements(hardtoformalize).

TestProcedures.

Effortrequired:Months.Itwasnecessarytonegotiateambiguitieswith
thecertificationauthority.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT20158/23

WhattoVerify:RequirementsFormalization

EN-54provides:

High-levelreal-timerequirements(hardtoformalize).

TestProcedures.

Effortrequired:Months.Itwasnecessarytonegotiateambiguitieswith
thecertificationauthority.

Chosedurationcalculus(DC)asformalismtogeneralizeandcapturethe
standardrequirementsbasedontestprocedures.

Theformalismwasnotfamiliartodevelopersorthecertificate
authority.

Requireddevelopingagraphicalmeansofcommunicationbetween
thestakeholders.[VisualNarratives]

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT20158/23



WhattoVerify:RequirementsFormalization

ResultoftheDCformalization:

Capturedtestprocedures.

Capturedenvironmentassumptionsduringtests(frequencyjamming,
simplifyingassumptions).

Generalizedtocoverallcomponentsinarbitrarysystemtopologies.
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WhattoVerify:RequirementsFormalization

ResultoftheDCformalization:

Capturedtestprocedures.

Capturedenvironmentassumptionsduringtests(frequencyjamming,
simplifyingassumptions).

Generalizedtocoverallcomponentsinarbitrarysystemtopologies.

Intotal:

6(quantified)observables

7(quantified)testableDCformulae

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201510/23

Modeling:MonitoringFunction

Decompositiongiveswaytoadditionalproofobligations:

Nointerferencebetweennetworks(bydesign).

Nocollisions(TDMA).[Guardtimeanalysis]

Topologysubsumption:Verifyingamaximalsubnetworkisenough.
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Modeling:MonitoringFunction

Decompositiongiveswaytoadditionalproofobligations:

Nointerferencebetweennetworks(bydesign).

Nocollisions(TDMA).[Guardtimeanalysis]

Topologysubsumption:Verifyingamaximalsubnetworkisenough.

Tomakemodelstractable,werequireoptimization:

Eachcomponenthasanindividualclock.[Quasi-equalclock
reduction]

Supportplug-inmodels:Separateenvironmentanddesign.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201512/23

Modeling:SensorFailures

ModeledastimedautomatanetworkswithUPPAAL:

x1

x1

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201513/23

Modeling:SensorFailures

x4

x126

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201514/23

Verification:MonitoringFunction

Othermodelcomponents:

Auxiliaryautomata:Master,Centralclock,Monitor

Innernetwork:10Repeaters

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201515/23

Verification:MonitoringFunction

Othermodelcomponents:

Auxiliaryautomata:Master,Centralclock,Monitor

Innernetwork:10Repeaters

Found2flaws:

Timingwasoffby1tic

Frequencyintrusion

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201515/23

Verification:MonitoringFunction

Othermodelcomponents:

Auxiliaryautomata:Master,Centralclock,Monitor

Innernetwork:10Repeaters

Found2flaws:

Timingwasoffby1tic

Frequencyintrusion

Areviseddesignwassuccessfullyverified:

SensorsasslavesRepeatersasslaves
QuerysecondsMBStatessecondsMBStates

Detection36,070.783,419.00190M231.84230.596M
NoSpurious97.4444.290.6M3.9410.140.15M
NoLZ-Collision12,895.172,343.0068M368.58250.919.6M
DetectionPossible10,205.13557.0026M38.2155.671.2M

Verificationisscalableforrealworldproblems(!).Butadditionaleffortis

required.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201515/23



Modeling:AlarmFunction

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201517/23

Verification:AlarmFunction

Forsingle,explicittopologies:Timedautomata/UPPAAL.

Fullcollision
QueryidssecondsMBStates

OneAlarm-3.6±143.1±159k±15k
TwoAlarmsseq4.767.1110,207
TenAlarmsseq44.6±11311.4±102641k±159k

opt41.8±10306.6±80600k±140k

Checkingonetopologyisfeasible,buttheproceduredoesnotscaleforfull
verification(morethan10126possibletopologies).[Parameterized
VerificationofAggregationProtocols]

Modelsarestillusefulforsimulation:extractedexpectedalarmtimesfor
differentscenarios.
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Verification:AlarmFunction

Forsingle,explicittopologies:Timedautomata/UPPAAL.

LimitedCollision
QueryidssecondsMBStates

OneAlarm-1.4±138.3±136k±14k
TwoAlarmsseq0.524.119,528
TenAlarmsseq17.3±6179.1±61419k±124k

opt17.1±6182.2±64412k±124k

Checkingonetopologyisfeasible,buttheproceduredoesnotscaleforfull
verification(morethan10126possibletopologies).[Parameterized
VerificationofAggregationProtocols]

Modelsarestillusefulforsimulation:extractedexpectedalarmtimesfor
differentscenarios.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201518/23

Verification:AlarmFunction

Forincreasedconfidence:Doesthecollisionresolutionalgorithmguarantee
non-starvation?
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Verification:AlarmFunction

Forincreasedconfidence:Doesthecollisionresolutionalgorithmguarantee
non-starvation?CreatedanuntimedmodelinPROMELA/SPIN.

N:numberofcollidingcomponents.

I:setofIDsthatmayparticipateinthecollision.

CheckallpossibleN-collisionscenarios:varyIDsandtiming.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201519/23



Verification:AlarmFunction

Forincreasedconfidence:Doesthecollisionresolutionalgorithmguarantee
non-starvation?CreatedanuntimedmodelinPROMELA/SPIN.

N:numberofcollidingcomponents.

I:setofIDsthatmayparticipateinthecollision.

CheckallpossibleN-collisionscenarios:varyIDsandtiming.

Results:

Reproducedthehiddenterminalproblem.

ForN=2:foundaproblemwithIDs0and128.

ForN={3..10}:stillnotscalingtoallIDs,usedsampling(31744).

|I|Nsec.MBStates

2552491,6101,235,970

H103,3936,3906,242,610
L104,27110,68510,439,545
Rnd104,46511,53411,268,368
average4,1389,9949,763,809

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201519/23

LessonsLearned

Generalizedtestproceduresareusefulforverification:

Developersarealreadyusedtoproducingtestspecifications.

Thus:arecost-effectiveforincreasingconfidence.
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LessonsLearned

Generalizedtestproceduresareusefulforverification:

Developersarealreadyusedtoproducingtestspecifications.

Thus:arecost-effectiveforincreasingconfidence.

Modelsareuseful:

Forvalidation.

Asdocumentation.

Butstillnotveryaccesiblefordevelopers.

Formalverificationshowspotentialtorelievetheeffortoftesting.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201520/23

Conclusions

Formalmethodsareabletohandletypicalindustrialscenarios(but
requireexpertknowledge).

Thecustomersareconfidentearlyintheprocessthatcertification
testswillbepassed.

Implementationiseasierwhenbasedonaverifieddesign.

Otherrequirementscanbesimplytested.

Stillexpensive:Almostasexpensiveasthecertificationtestitself.

Additionalvalue:Formalmethodsnotonlyimproveconfidencebut
helpsstructuredevelopmentprocesses.

Difficulttechnologytransfer:SMEsprefertoscaleoutinsteadofup.

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201521/23

Outlook

Checkwhetherthesourcecodeoftheimplementationcorrespondsto
thedesignmodels.Interruptbasedimplementationsarehardtoverify.

Usethemodelstoperformmodel-basedtesting.

Investigatereusestrategies(newfeatures,productlines).

SergioFeo-Arenis(Uni.Freiburg)WirelessFireAlarmSystemSWT201522/23
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t
M
a
n
n
h
eim

,
G
erm

a
n
y

O
u

tlin
e

◮
In
tro

d
u
ction

•
W
h
at

is
su
b
-con

tractin
g
for

softw
are?

•
W
h
en

is
it
su
ccesfu

l?

•
W
h
y
is
it
ofen

n
ot

su
ccessfu

l?

•
T
h
e
S
alom

o
A
p
proach

:

•
O
verview

•
C
h
eckab

le
R
eq
u
irem

en
ts,

C
h
eckin

g
T
o
ol

•
R
egu

lation
s
in

th
e
C
on

tract

•
R
elated

W
ork

•
C
on

clu
sion

an
d
F
u
rth

er
W
ork

– 0 – 2012-09-25 – Scontent –

2
/
1
7

S
u

ccessfu
l

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

S
M
E
A

S
M
E
B

Software

– 0 – 2012-09-25 – Ssuccess –

3
/
1
7

S
u

ccessfu
l

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

C
u
stom

er
C
on

tractor

Software

3
/
1
7

S
u

ccessfu
l

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

C
u
stom

er
C
on

tractor

§

– 0 – 2012-09-25 – Ssuccess –

4
/
1
7

S
u

ccessfu
l

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

– 0 – 2012-09-25 – Ssuccess –

4
/
1
7



S
u

ccessfu
l

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

C
u
stom

er
C
on

tractor

Software

Software

:-)

:-)

§

d
evelo

p

d
eliver

a
ccep

t

p
ay

4
/
1
7

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

in
R

ea
lity

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

:-(

:-(

– 0 – 2012-09-25 – Sreality –

5
/
1
7

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

in
R

ea
lity

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

:-(

:-(

T
h
ere

are
th
ree

m
ain

sou
rces

of
d
isp

u
te
s
(an

d
th
u
s
u
n
ce
rta

in
ty):

•
m
isu

n
d
e
rsta

n
d
in
g
s
in

th
e
re
q
u
ire

m
e
n
ts,

– 0 – 2012-09-25 – Sreality –

5
/
1
7

B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

6
/
1
7

B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

(i)
a
cou

rt
ru
lin
g
takes

tim
e
,
th
u
s
fu
rth

e
r
d
e
lays

th
e
project,

– 0 – 2012-09-25 – Sreality –

6
/
1
7

B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

(i)
a
cou

rt
ru
lin
g
takes

tim
e
,
th
u
s
fu
rth

e
r
d
e
lays

th
e
project,

(ii)
a
cou

rt
ru
lin
g
in
cu
rs

co
sts,

– 0 – 2012-09-25 – Sreality –

6
/
1
7



B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

(i)
a
cou

rt
ru
lin
g
takes

tim
e
,
th
u
s
fu
rth

e
r
d
e
lays

th
e
project,

(ii)
a
cou

rt
ru
lin
g
in
cu
rs

co
sts,

(iii)
it
is
u
n
ce
rta

in
w
h
eth

er
th
e
n
ecessary

co
m
p
e
n
sa
tio

n
can

b
e
ach

ieved
,

6
/
1
7

B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

(i)
a
cou

rt
ru
lin
g
takes

tim
e
,
th
u
s
fu
rth

e
r
d
e
lays

th
e
project,

(ii)
a
cou

rt
ru
lin
g
in
cu
rs

co
sts,

(iii)
it
is
u
n
ce
rta

in
w
h
eth

er
th
e
n
ecessary

co
m
p
e
n
sa
tio

n
can

b
e
ach

ieved
,

(iv)
a
cou

rt
o
n
ly

d
ecid

es
over

th
e
rig

h
ts

a
n
d
d
u
tie

s
of

each
p
arty,

n
o
su
g
g
e
stio

n
h
ow

to
u
se

th
e
d
ecision

to
ach

ieve
p
ro
je
ct

su
cce

ss,

– 0 – 2012-09-25 – Sreality –

6
/
1
7

B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

(i)
a
cou

rt
ru
lin
g
takes

tim
e
,
th
u
s
fu
rth

e
r
d
e
lays

th
e
project,

(ii)
a
cou

rt
ru
lin
g
in
cu
rs

co
sts,

(iii)
it
is
u
n
ce
rta

in
w
h
eth

er
th
e
n
ecessary

co
m
p
e
n
sa
tio

n
can

b
e
ach

ieved
,

(iv)
a
cou

rt
o
n
ly

d
ecid

es
over

th
e
rig

h
ts

a
n
d
d
u
tie

s
of

each
p
arty,

n
o
su
g
g
e
stio

n
h
ow

to
u
se

th
e
d
ecision

to
ach

ieve
p
ro
je
ct

su
cce

ss,

(v)
m
u
tu
a
l
tru

st
b
etw

een
th
e
form

er
p
artn

ers
is
h
a
m
p
e
re
d
,

alread
y
ach

ieved
project

p
ro
g
re
ss

m
ay

b
e
lo
st.

– 0 – 2012-09-25 – Sreality –

6
/
1
7

B
rin

g
in

g
S

o
ftw

a
re-rela

ted
D

isp
u

tes
to

C
o

u
rt...

...
is
gen

erally
h
ig
h
ly

u
n
a
ttra

ctive
for

S
M
E
:

(i)
a
cou

rt
ru
lin
g
takes

tim
e
,
th
u
s
fu
rth

e
r
d
e
lays

th
e
project,

(ii)
a
cou

rt
ru
lin
g
in
cu
rs

co
sts,

(iii)
it
is
u
n
ce
rta

in
w
h
eth

er
th
e
n
ecessary

co
m
p
e
n
sa
tio

n
can

b
e
ach

ieved
,

(iv)
a
cou

rt
o
n
ly

d
ecid

es
over

th
e
rig

h
ts

a
n
d
d
u
tie

s
of

each
p
arty,

n
o
su
g
g
e
stio

n
h
ow

to
u
se

th
e
d
ecision

to
ach

ieve
p
ro
je
ct

su
cce

ss,

(v)
m
u
tu
a
l
tru

st
b
etw

een
th
e
form

er
p
artn

ers
is
h
a
m
p
e
re
d
,

alread
y
ach

ieved
project

p
ro
g
re
ss

m
ay

b
e
lo
st.

In
ad
d
ition

,
th
ere

is
a
h
ig
h
u
n
ce
rta

in
ty

ab
ou

t
th
e
ou

tcom
e:

•
given

u
n
cle

ar
req

u
irem

en
ts,

an
ap
p
oin

ted
e
xp

e
rt

w
itn

e
ss

m
ay

co
n
fi
rm

e
ith

e
r
in
te
rp
re
ta
tio

n
.

6
/
1
7

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

in
R

ea
lity

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

:-(

:-(

T
h
ere

are
th
ree

m
ain

sou
rces

of
d
isp

u
te
s
(an

d
th
u
s
u
n
ce
rta

in
ty):

•
m
isu

n
d
e
rsta

n
d
in
g
s
in

th
e
re
q
u
ire

m
e
n
ts,

– 0 – 2012-09-25 – Sreality –

7
/
1
7

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

in
R

ea
lity

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

:-(

:-(

T
h
ere

are
th
ree

m
ain

sou
rces

of
d
isp

u
te
s
(an

d
th
u
s
u
n
ce
rta

in
ty):

•
m
isu

n
d
e
rsta

n
d
in
g
s
in

th
e
re
q
u
ire

m
e
n
ts,

•
m
isu

n
d
e
rsta

n
d
in
g
s
or

(u
n
d
er-regu

lation
s)

of
a
cce

p
ta
n
ce

te
stin

g
p
ro
ce
d
u
re
,

– 0 – 2012-09-25 – Sreality –

7
/
1
7



S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

in
R

ea
lity

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

:-(

:-(

T
h
ere

are
th
ree

m
ain

sou
rces

of
d
isp

u
te
s
(an

d
th
u
s
u
n
ce
rta

in
ty):

•
m
isu

n
d
e
rsta

n
d
in
g
s
in

th
e
re
q
u
ire

m
e
n
ts,

•
m
isu

n
d
e
rsta

n
d
in
g
s
or

(u
n
d
er-regu

lation
s)

of
a
cce

p
ta
n
ce

te
stin

g
p
ro
ce
d
u
re
,

•
m
isu

n
d
e
rsta

n
d
in
g
s
of

re
g
u
la
tio

n
s
o
f
th
e
co

n
tra

ct.

7
/
1
7

S
u

b
co

n
tra

ctin
g

fo
r

S
o

ftw
a

re
in

S
M

E
s

in
R

ea
lity

C
u
stom

er
C
on

tractor

Software

Software

§

d
evelo

p

d
eliver

:-(

:-(

T
h
ere

are
th
ree

m
ain

sou
rces

of
d
isp

u
te
s
(an

d
th
u
s
u
n
ce
rta

in
ty):

•
m
isu

n
d
e
rsta

n
d
in
g
s
in

th
e
re
q
u
ire

m
e
n
ts,

•
m
isu

n
d
e
rsta

n
d
in
g
s
or

(u
n
d
er-regu

lation
s)

of
a
cce

p
ta
n
ce

te
stin

g
p
ro
ce
d
u
re
,

•
m
isu

n
d
e
rsta

n
d
in
g
s
of

re
g
u
la
tio

n
s
o
f
th
e
co

n
tra

ct.

M
an
y
S
M
E
s
con

clu
d
e:

su
b
con

tractin
g
for

softw
are

is
to
o
risk

y
d
u
e
to

th
ese

th
ree

m
ain

sou
rces

of
u
n
ce
rta

in
ty.

– 0 – 2012-09-25 – Sreality –

7
/
1
7

O
b

serva
tio

n

•
(L

e
g
a
l)

ce
rta

in
ty

is
cru

cial
for

su
b
con

tractin
g
b
etw

een
S
M
E
s:

O
u
tcom

es
of

p
ossib

le
cou

rt
ju
d
gem

en
ts

n
eed

to
b
e
a
s
cle

ar
a
s
p
o
ssib

le
.

•
T
o
a
ch

ie
ve

le
g
a
l
ce
rta

in
ty,

w
e
n
eed

(a)
cle

ar
a
n
d
p
re
cise

re
q
u
ire

m
e
n
ts,

th
ey

avoid
th
e
1st

sou
rce

of
u
n
certain

ty.

(b
)
cle

ar
a
n
d
p
re
cise

a
cce

p
ta
n
ce

te
stin

g
p
ro
ce
d
u
re
s,

th
ey

avoid
th
e
2n

d
sou

rce
of

u
n
certain

ty.

(c)
sta

n
d
ard

ise
d
le
g
a
l
co

n
tra

cts
w
h
ich

in
tegrate

(a)
an
d
(b
),

th
ey

avoid
th
e
3rd

sou
rce

of
u
n
certain

ty.

T
h
e
con

tract
allow

s
a
ju
d
ge

to
d
ecid

e
on

(a)
an
d
(b
),

an
d
th
u
s
in
creases

legal
certain

ty.

– 0 – 2012-09-25 – main –

8
/
1
7

O
u

tlin
e

•
In
tro

d
u
ction

•
W
h
at

is
su
b
-con

tractin
g
for

softw
are?

•
W
h
en

is
it
su
ccesfu

l?

•
W
h
y
is
it
ofen

n
ot

su
ccessfu

l?

◮
T
h
e
S
alom

o
A
p
proach

:

•
O
verview

•
C
h
eckab

le
R
eq
u
irem

en
ts,

C
h
eckin

g
T
o
ol

•
R
egu

lation
s
in

th
e
C
on

tract

•
R
elated

W
ork

•
C
on

clu
sion

an
d
F
u
rth

er
W
ork

9
/
1
7

T
o

w
a

rd
s

(L
eg

a
l)

C
erta

in
ty

C
u
stom

er
C
on

tractor

Software

Software

:-)

:-)

m
o
d
u
la
r

c
o
n
-

tra
c
t

c
h
e
c
k
a
b
le

re
q
u
ire

-

m
e
n
tsc

h
e
c
k
in
g

to
o
l

a
ccep

t
y/

n
/
?

In
gred

ien
ts:

•
n
ew

n
otion

:
ch

e
cka

b
le

re
q
u
ire

m
e
n
t,

•
n
ew

n
otion

:
ch

e
ck

in
g
to
o
l.

•
a
n
ew

,
m
o
d
u
lar

softw
are

d
evelop

m
en
t
co

n
tra

ct,

T
h
e
m
o
d
u
lar

co
n
tra

ct

a
ssu

m
es:

a
su
b
set

of
req

u
irem

en
ts

is
d
e
sig

n
a
te
d
as

ch
e
cka

b
le

re
q
u
ire

m
e
n
ts,

in
clu

d
es:

th
e
ch

e
cka

b
le

re
q
u
ire

m
e
n
ts

in
m
a
ch

in
e
-re

a
d
a
b
le

form
,

co
d
ifi
es:

a
g
re
e
m
e
n
t
th
at

ou
tcom

e
of

corresp
on

d
in
g
ch

e
ck

in
g
to
o
l
is
—

w
ith

few
an
d
exactly

sp
ecifi

ed
excep

tion
s
—

b
in
d
in
g
for

b
oth

p
arties,

p
ro
vid

es:
le
g
a
l
ce
rta

in
ty.

– 0 – 2012-09-25 – main –

1
0
/
1
7

C
h

ecka
b

le
S

p
ecifi

ca
tio

n
/R

eq
u

irem
en

t,
C

h
eckin

g
T
o

o
l

•
A
ch

e
cka

b
le

sp
e
cifi

ca
tio

n
is
a
p
air

(ϕ
,T

)
com

prisin
g
a
p
ro
g
ra
m

p
ro
p
e
rty

ϕ
an
d
a
b
a
cke

n
d
T
.

•
A
b
a
cke

n
d
m
ap
s
a
program

p
an
d
a
program

prop
erty

ϕ

to
a
resu

lt
T
(p
,ϕ

)
∈
{
Y
e
s
,
N
o
,
U
n
k
n
o
w
n
}
su
ch

th
at

th
e
resu

lt
is

•
Y
e
s
o
n
ly

if
th
e
program

h
a
s
th
e
prop

erty,

•
N
o
o
n
ly

if
th
e
program

d
o
e
s
n
o
t
h
a
ve

th
e
prop

erty.

– 0 – 2012-09-25 – main –

1
1
/
1
7



C
h

ecka
b

le
S

p
ecifi

ca
tio

n
/R

eq
u

irem
en

t,
C

h
eckin

g
T
o

o
l

•
A
ch

e
cka

b
le

sp
e
cifi

ca
tio

n
is
a
p
air

(ϕ
,T

)
com

prisin
g
a
p
ro
g
ra
m

p
ro
p
e
rty

ϕ
an
d
a
b
a
cke

n
d
T
.

•
A
b
a
cke

n
d
m
ap
s
a
program

p
an
d
a
program

prop
erty

ϕ

to
a
resu

lt
T
(p
,ϕ

)
∈
{
Y
e
s
,
N
o
,
U
n
k
n
o
w
n
}
su
ch

th
at

th
e
resu

lt
is

•
Y
e
s
o
n
ly

if
th
e
program

h
a
s
th
e
prop

erty,

•
N
o
o
n
ly

if
th
e
program

d
o
e
s
n
o
t
h
a
ve

th
e
prop

erty.

•
A
ch

e
ck

in
g
to
o
l
m
ap
s
a
set

of
ch
eckab

le
sp
ecifi

cation
s

Φ
=

{(ϕ
1 ,T

1 ),...,(ϕ
n
,T

n
)}
,n

∈
N

0
,

to
a
ch

e
ck

in
g
to
o
l
re
su
lt

{(ϕ
1 ,s

1 ),...,(ϕ
n
,s

n
)}
,s

i
∈
{
Y
e
s
,
N
o
,
U
n
k
n
o
w
n
}
.

1
1
/
1
7

C
h

ecka
b

le
S

p
ecifi

ca
tio

n
/R

eq
u

irem
en

t,
C

h
eckin

g
T
o

o
l

•
A
ch

e
cka

b
le

sp
e
cifi

ca
tio

n
is
a
p
air

(ϕ
,T

)
com

prisin
g
a
p
ro
g
ra
m

p
ro
p
e
rty

ϕ
an
d
a
b
a
cke

n
d
T
.

•
A
b
a
cke

n
d
m
ap
s
a
program

p
an
d
a
program

prop
erty

ϕ

to
a
resu

lt
T
(p
,ϕ

)
∈
{
Y
e
s
,
N
o
,
U
n
k
n
o
w
n
}
su
ch

th
at

th
e
resu

lt
is

•
Y
e
s
o
n
ly

if
th
e
program

h
a
s
th
e
prop

erty,

•
N
o
o
n
ly

if
th
e
program

d
o
e
s
n
o
t
h
a
ve

th
e
prop

erty.

•
A
ch

e
ck

in
g
to
o
l
m
ap
s
a
set

of
ch
eckab

le
sp
ecifi

cation
s

Φ
=

{(ϕ
1 ,T

1 ),...,(ϕ
n
,T

n
)}
,n

∈
N

0
,

to
a
ch

e
ck

in
g
to
o
l
re
su
lt

{(ϕ
1 ,s

1 ),...,(ϕ
n
,s

n
)}
,s

i
∈
{
Y
e
s
,
N
o
,
U
n
k
n
o
w
n
}
.

•
A
req

u
irem

en
t
is
called

ch
e
cka

b
le

re
q
u
ire

m
e
n
t
if
an
d
oly

if
a
ch
eckab

le
sp
ecifi

cation
can

(m
ech

an
ically)

b
e
d
erived

from
it.

– 0 – 2012-09-25 – main –

1
1
/
1
7

B
a

cken
d

E
xa

m
p

les

•
“
T
h
e
P
ro
g
ra
m

C
o
m
p
ile

s”
:
w
rap

p
er

ap
p
lies

com
p
iler

an
d
yield

s

•
Y
e
s
,
co
m
p
iler

C
in

versio
n
V

p
ro
d
u
ces

a
n
o
n
-em

p
ty

execu
tab

le.

•
N
o
,
o
th
erw

ise.

– 0 – 2012-09-25 – main –

1
2
/
1
7

B
a

cken
d

E
xa

m
p

les

•
“
T
h
e
P
ro
g
ra
m

C
o
m
p
ile

s”
:
w
rap

p
er

ap
p
lies

com
p
iler

an
d
yield

s

•
Y
e
s
,
co
m
p
iler

C
in

versio
n
V

p
ro
d
u
ces

a
n
o
n
-em

p
ty

execu
tab

le.

•
N
o
,
o
th
erw

ise.

•
“
T
e
st

C
o
ve

ra
g
e
”
:
w
rap

p
er

ap
p
lies

u
n
it-tests

•
Y
e
s
,
n
orm

al
term

in
atio

n
o
f
u
n
it
tests

in
d
icates

1
0
0
%

b
ran

ch
co
verag

e,

•
N
o
,
n
orm

al
term

in
atio

n
an

d
b
ran

ch
co
verag

e
b
elow

1
0
0
%
,

•
U
n
k
n
o
w
n
,
o
th
erw

ise.

1
2
/
1
7

B
a

cken
d

E
xa

m
p

les

•
“
T
h
e
P
ro
g
ra
m

C
o
m
p
ile

s”
:
w
rap

p
er

ap
p
lies

com
p
iler

an
d
yield

s

•
Y
e
s
,
co
m
p
iler

C
in

versio
n
V

p
ro
d
u
ces

a
n
o
n
-em

p
ty

execu
tab

le.

•
N
o
,
o
th
erw

ise.

•
“
T
e
st

C
o
ve

ra
g
e
”
:
w
rap

p
er

ap
p
lies

u
n
it-tests

•
Y
e
s
,
n
orm

al
term

in
atio

n
o
f
u
n
it
tests

in
d
icates

1
0
0
%

b
ran

ch
co
verag

e,

•
N
o
,
n
orm

al
term

in
atio

n
an

d
b
ran

ch
co
verag

e
b
elow

1
0
0
%
,

•
U
n
k
n
o
w
n
,
o
th
erw

ise.

•
“
A
b
se
n
ce

o
f
G
e
n
e
ric

E
rro

rs”
:
w
rap

p
er

ap
p
lies,

e.g.,
F
ram

a-C

•
Y
e
s
,
all

assertio
n
s
related

to
safe

m
em

ory
access

h
o
ld

or
n
o
t
tried

,

•
N
o
,
at

least
o
n
e
assertio

n
h
as

statu
s
s
u
r
e
l
y
i
n
v
a
l
i
d
,
an

d

•
U
n
k
n
o
w
n

o
th
erw

ise.

– 0 – 2012-09-25 – main –

1
2
/
1
7

B
a

cken
d

E
xa

m
p

les

•
“
T
h
e
P
ro
g
ra
m

C
o
m
p
ile

s”
:
w
rap

p
er

ap
p
lies

com
p
iler

an
d
yield

s

•
Y
e
s
,
co
m
p
iler

C
in

versio
n
V

p
ro
d
u
ces

a
n
o
n
-em

p
ty

execu
tab

le.

•
N
o
,
o
th
erw

ise.

•
“
T
e
st

C
o
ve

ra
g
e
”
:
w
rap

p
er

ap
p
lies

u
n
it-tests

•
Y
e
s
,
n
orm

al
term

in
atio

n
o
f
u
n
it
tests

in
d
icates

1
0
0
%

b
ran

ch
co
verag

e,

•
N
o
,
n
orm

al
term

in
atio

n
an

d
b
ran

ch
co
verag

e
b
elow

1
0
0
%
,

•
U
n
k
n
o
w
n
,
o
th
erw

ise.

•
“
A
b
se
n
ce

o
f
G
e
n
e
ric

E
rro

rs”
:
w
rap

p
er

ap
p
lies,

e.g.,
F
ram

a-C

•
Y
e
s
,
all

assertio
n
s
related

to
safe

m
em

ory
access

h
o
ld

or
n
o
t
tried

,

•
N
o
,
at

least
o
n
e
assertio

n
h
as

statu
s
s
u
r
e
l
y
i
n
v
a
l
i
d
,
an

d

•
U
n
k
n
o
w
n

o
th
erw

ise.

•
“
In
varia

n
t
S
a
tisfi

e
d
”
:
w
rap

p
er

ap
p
lies,

e.g.,
V
C
C

•
Y
e
s,

verifi
er

ou
tp
u
t
in
d
icates

in
varian

t
proven

;
U
n
k
n
o
w
n
,
oth

erw
ise.

– 0 – 2012-09-25 – main –

1
2
/
1
7



B
a

cken
d

E
xa

m
p

les

•
“
T
h
e
P
ro
g
ra
m

C
o
m
p
ile

s”
:
w
rap

p
er

ap
p
lies

com
p
iler

an
d
yield

s

•
Y
e
s
,
co
m
p
iler

C
in

versio
n
V

p
ro
d
u
ces

a
n
o
n
-em

p
ty

execu
tab

le.

•
N
o
,
o
th
erw

ise.

•
“
T
e
st

C
o
ve

ra
g
e
”
:
w
rap

p
er

ap
p
lies

u
n
it-tests

•
Y
e
s
,
n
orm

al
term

in
atio

n
o
f
u
n
it
tests

in
d
icates

1
0
0
%

b
ran

ch
co
verag

e,

•
N
o
,
n
orm

al
term

in
atio

n
an

d
b
ran

ch
co
verag

e
b
elow

1
0
0
%
,

•
U
n
k
n
o
w
n
,
o
th
erw

ise.

•
“
A
b
se
n
ce

o
f
G
e
n
e
ric

E
rro

rs”
:
w
rap

p
er

ap
p
lies,

e.g.,
F
ram

a-C

•
Y
e
s
,
all

assertio
n
s
related

to
safe

m
em

ory
access

h
o
ld

or
n
o
t
tried

,

•
N
o
,
at

least
o
n
e
assertio

n
h
as

statu
s
s
u
r
e
l
y
i
n
v
a
l
i
d
,
an

d

•
U
n
k
n
o
w
n

o
th
erw

ise.

•
“
In
varia

n
t
S
a
tisfi

e
d
”
:
w
rap

p
er

ap
p
lies,

e.g.,
V
C
C

•
Y
e
s,

verifi
er

ou
tp
u
t
in
d
icates

in
varian

t
proven

;
U
n
k
n
o
w
n
,
oth

erw
ise.

•
“
C
e
rtifi

ca
tio

n
”
:
exp

ert
review

s
of

program
s

1
2
/
1
7

R
eg

u
la

tio
n

s
in

th
e

C
o

n
tra

ct

•
T
h
e
m
o
d
u
lar

so
ftw

are
d
e
ve

lo
p
m
e
n
t
co

n
tra

ct

•
con

sists
of

a
fra

m
e
w
o
rk

co
n
tra

ct,
referred

to
by

in
d
ivid

u
al

con
tract,

•
cu
stom

isation
by

several
co

n
tra

ctu
a
l
m
o
d
u
le
s.

– 0 – 2012-09-25 – main –

1
3
/
1
7

R
eg

u
la

tio
n

s
in

th
e

C
o

n
tra

ct

•
T
h
e
m
o
d
u
lar

so
ftw

are
d
e
ve

lo
p
m
e
n
t
co

n
tra

ct

•
con

sists
of

a
fra

m
e
w
o
rk

co
n
tra

ct,
referred

to
by

in
d
ivid

u
al

con
tract,

•
cu
stom

isation
by

several
co

n
tra

ctu
a
l
m
o
d
u
le
s.

•
T
h
e
a
cce

p
ta
n
ce

ch
e
ck

in
g
p
ro
ce
d
u
re

is
regu

lated
in

tw
o
clau

ses:

(i)
ch

e
cka

b
le

re
q
u
ire

m
e
n
ts

tested
w
ith

an
d
on

ly
w
ith

ch
eckin

g
to
ol.

E
xit

o
p
tio

n
:
if

•
b
acken

d
is
evid

en
tly

erron
eou

s,
or

•
th
e
p
arties

agree
to

con
sid

er
th
e
resu

lt
erron

eou
s,
or

•
th
ere

is
an

“
U
n
k
n
o
w
n
”
am

on
g
on

ly
“
Y
e
s”s

an
d
“
U
n
k
n
o
w
n
”s,

th
en

th
e
clau

se
for

oth
er

req
u
irem

en
ts

ap
p
lies.

(ii)
testin

g
pro

ced
u
re

for
o
th
e
r
re
q
u
ire

m
e
n
ts

d
eterm

in
ed

by
cu
stom

er.

– 0 – 2012-09-25 – main –

1
3
/
1
7

O
u

tlin
e

•
In
tro

d
u
ction

•
W
h
at

is
su
b
-con

tractin
g
for

softw
are?

•
W
h
en

is
it
su
ccesfu

l?

•
W
h
y
is
it
ofen

n
ot

su
ccessfu

l?

•
T
h
e
S
alom

o
A
p
proach

:

•
O
verview

•
C
h
eckab

le
R
eq
u
irem

en
ts,

C
h
eckin

g
T
o
ol

•
R
egu

lation
s
in

th
e
C
on

tract

◮
R
elated

W
ork

•
C
on

clu
sion

an
d
F
u
rth

er
W
ork

1
4
/
1
7

R
ela

ted
W

o
rk

•
(B

eren
b
ach

,
L
o
&

S
h
erm

an
,
2010)

S
cop

e
lim

ited
to

th
e
tim

e
after

th
e
con

tract
h
as

b
een

aw
ard

ed
,
lim

ited
d
iscu

ssion
regard

in
g
con

tract
com

p
lian

ce
ch
eck.

•
(G

overn
atori,

M
ilosevic,

&
S
ad
iq
,
2006)

—
form

alise
con

tract
con

d
ition

s

U
se

F
C
L
to

form
alise

req
u
irem

en
ts

b
u
sin

ess
ru
les

an
d
to
ols

w
h
ich

d
ecid

e
com

p
lian

ce
as

accep
tan

ce
ch
eckin

g
pro

ced
u
re.

•
(B

reau
x,

A
n
tón

,
S
p
aff

ord
,
2009)

—
d
elegation

W
e
con

sid
er

top
-level

ob
ligation

s
an
d
verifi

cation
sets

w
ith

ou
t
d
elegation

.

•
(F
an
m
u
y,
F
raga

&
L
lorén

s,
2012)

—
req

u
irem

en
ts

verifi
cation

U
se

req
u
irem

en
ts

verifi
cation

as
accep

tan
ce

ch
eckin

g
pro

ced
u
re

if
creation

of
a
req

u
irem

en
ts

d
o
cu
m
en
t
is
su
b
ject

of
a
con

tract.

– 0 – 2012-09-25 – main –

1
5
/
1
7

C
o

n
clu

sio
n

a
n

d
F

u
rth

er
W

o
rk

•
W
e
tackle

a
m
ain

ch
allen

ge
of

con
tractin

g
for

softw
are:

le
g
a
l
u
n
ce
rta

in
ty.

•
W
e
ou

tlin
e
a
p
ossib

le
ap
proach

to
resolve

th
ree

reason
s
of

u
n
certain

ty:
a
m
o
d
u
lar

le
g
a
l
co

n
tra

ct
co
d
ifi
es

th
e
m
u
tu
a
l
a
g
re
e
m
e
n
t

th
at

ch
e
cka

b
le

re
q
u
ire

m
e
n
ts

are
verifi

ed
by

ch
e
ck

in
g
to
o
l
exclu

sively.

•
B
oth

,
con

tractor
an
d
cu
stom

er
h
ave

stro
n
g
in
te
re
st

in
ob

tain
in
g

p
ositive

ch
eckin

g
resu

lts
sin

ce
p
ositive

resu
lts

m
ean

ce
rta

in
ty.

•
O
u
r
con

tract
is
w
ell-su

ited
for

a
g
ra
d
u
a
l
in
tro

d
u
ctio

n
o
f
fo
rm

a
l

m
e
th
o
d
s
—

an
y
b
acken

d
is
su
p
p
orted

as
lon

g
as

b
oth

p
arties

agree.

•
F
orm

al
m
eth

o
d
s
eff

ort
prom

ises
in
cre

a
se
d
co

n
fi
d
e
n
ce

in
softw

are
q
u
ality.

F
u
rth

e
r
w
o
rk
:

•
legally

su
p
p
ort

traceab
ility,

ch
an
ge-req

u
ests.

•
con

sid
er

a
con

cep
t
of

d
elegation

sim
ilar

to
(B

reau
x
et

al.,
2
0
0
9
),

•
provid

e
m
ore

b
acken

d
s.

– 0 – 2012-09-25 – main –

1
6
/
1
7



T
h
a
n
k
s
.

h
t
t
p
:
/
/
w
w
w
.
s
a
l
o
m
o
-
p
r
o
j
e
k
t
.
d
e

1
7
/
1
7

Traces,Interpolants,andAutomata:
aNewApproachtoAutomaticSoftwareVerification

JochenHoenicke

UniversityofFreiburg

jointworkwithAndreasPodelskiandMatthiasHeizmann

16July2015

SoftwareVerification

◮proveordisprovethatagivenprogramsatisfiesagivenspecification

SoftwareVerification

◮proveordisprovethatagivenprogramsatisfiesagivenspecification

◮problemisundecidable[Turing,1936]

Example

ℓ0:assumep!=0;

ℓ1:while(n>=0)

{

ℓ2:assertp!=0;

if(n==0)

{

ℓ3:p:=0;

}

ℓ4:n--;

}
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ℓerr

p!=0

n>=0

n==0

p:=0

n!=0

p==0 n--

n<0

controlflowgraph
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“Aprogramdefinesalanguageoverthealphabetofstatements.”

◮Setofstatements:alphabetofformallanguage
e.g.,Σ={p!=0,n>=0,n==0,p:=0,n!=0,

p==0,n--,n<0,}

◮Controlflowgraph:automatonoverthealphabetofstatements

◮Errorlocation:acceptingstateofthisautomaton

◮Errortraceofprogram:wordacceptedbythisautomaton
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RecursivePrograms-Challenge1:ControlFlow

procedurem(x)returns(res)

ℓ0:ifx>100

ℓ1:res:=x-10

else

ℓ2:xm:=x+11

ℓ3:callm

ℓ4:xm:=resm

ℓ5:callm

ℓ6:res:=resm

ℓ7:assert(x<=101->res=91)
returnm

McCarthy91function

ℓ0

ℓ1

ℓ2

ℓ3

ℓ4

ℓ5

ℓ6

ℓ7

ℓerr

x>100

res:=x-10

x<=100

xm:=x+11callm

xm:=resm

callm

res:=resm

returnm↑ℓ3

returnm↑ℓ5

x≤101∧res6=91

controlflowgraph
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procedurem(x)returns(res)
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RecursivePrograms-Challange2:LocalAnnotations

Whatisanannotationforaninterproceduralexecution?

◮statewithastack?
 localityofannotationislost

truexp=0xp=0

x=0

xp=0

xp=-1

xp=0

xp=−1

x=1

xp=0

xp=-1

res=-1

xp=0

resp=-1
xp=-1

xp=0

res=0

resp=0
xp=0false

xp:=0callpxp:=x-1callpres:=xreturnres:=resp-xpreturnresp<xp

RecursivePrograms-Challange2:LocalAnnotations

Whatisanannotationforaninterproceduralexecution?

◮statewithastack?
 localityofannotationislost

truexp=0xp=0

x=0

xp=0

xp=-1

xp=0

xp=−1

x=1

xp=0

xp=-1

res=-1

xp=0

resp=-1
xp=-1

xp=0

res=0

resp=0
xp=0false

xp:=0callpxp:=x-1callpres:=xreturnres:=resp-xpreturnresp<xp

◮onlylocalvaluations?
 call/returndependencylost,
 sequenceofstateassertionsisnotaproof

xp:=0callpxp:=x-1callpres:=xreturnres:=resp-xpreturnresp<xp

truexp=0truexp=x−1trueres=x????

RecursivePrograms-Challange2:LocalAnnotations

Whatisanannotationforaninterproceduralexecution?

Idea:“NestedInterpolants”
Definesequenceofstateassertionswithrespecttonestedtrace.

xp:=0call
p

xp:=x-1call
p

res:=x

re
tu
rnres:=resp-xp

re
tu
rnresp<xp

truexp=0

truexp=x−1

trueres=x

resp≥xpres≥x

resp≥xpfalse

Defineternarypostoperatorforreturnstatements

post(res=x,xp=x−1,returnp)⊆resp≥xp

localstate

ofcaller

beforecall

localstate

ofcallee

beforereturn

localstate

ofcaller

afterreturn

TerminationAnalysis
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TerminationAnalysis

◮Challenge1:counterexampletoterminationisinfiniteexecution

Solution:considerinfinitetraces,useω-wordsandBüchiautomata

TerminationAnalysis

◮Challenge1:counterexampletoterminationisinfiniteexecution

Solution:considerinfinitetraces,useω-wordsandBüchiautomata

◮Challenge2:Aninfinitetracemaynothaveanyexecutionalthough
eachfiniteprefixhasanexecution.

E.g.,(x>0x--)
ω

while(x>0){

x--;

}

TerminationAnalysis

◮Challenge1:counterexampletoterminationisinfiniteexecution

Solution:considerinfinitetraces,useω-wordsandBüchiautomata

◮Challenge2:Aninfinitetracemaynothaveanyexecutionalthough
eachfiniteprefixhasanexecution.

E.g.,(x>0x--)
ω

while(x>0){

x--;

}

Solution:rankingfunctions(here:f(x)=x)

RankingFunction(foraLoop)

Functionfromprogramstatestowell-foundeddomainsuchthatvalueis
decreasingwhileexecutingtheloopbody.
Proofbycontradictionfortheabsenceofinfiniteexecutions.

Example:BubbleSort

programsort(inti,inta[])

ℓ1:while(i>0)

ℓ2:intj:=1

ℓ3:while(j<i)

if(a[j]>a[i])

swap(a,i,j)

ℓ4:j++

ℓ5:i--

Example:BubbleSort

programsort(inti)

ℓ1:while(i>0)

ℓ2:intj:=1

ℓ3:while(j<i)

ℓ4:j++

ℓ5:i--

ℓ1

ℓ2

ℓ3

ℓ4

ℓ5

i>0

j:=1

j<i j++

j>=i

i--



Example:BubbleSort

programsort(inti)

ℓ1:while(i>0)

ℓ2:intj:=1

ℓ3:while(j<i)

ℓ4:j++

ℓ5:i--

quadraticrankingfunction:

f(i,j)=i
2
−j

lexicographicrankingfunction:

f(i,j)=(i,i−j)

ℓ1

ℓ2

ℓ3

ℓ4

ℓ5

i>0

j:=1

j<i j++

j>=i

i--

programPmoduleP1moduleP2

(Outer+Inner)
ω

(Inner
∗
.Outer)

ω

(Inner+Outer)
∗
.Inner

ω

ℓ1

ℓ2

ℓ3

ℓ4

ℓ5

i>0

j:=1

j<i j++

j>=i

i--
ℓ1

ℓ2

ℓ3

ℓ4

ℓ5

i>0

j:=1

j<i j++

j>=i

i--
ℓ0

ℓ2

ℓ3

ℓ4

ℓ5

ℓ
′

3

ℓ
′

4

i>0

j:=1

j<i j++

j>=i

i--

j:=1

j<i j++

rankingfunctionrankingfunction
f(i,j)=if(i,j)=i−j

programPmoduleP1moduleP2
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j:=1

j<i j++

j>=i
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∪∪∪
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ℓ
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f(i,j)=if(i,j)=i−j
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ℓ2

ℓ3
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j:=1
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j>=i

i--
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input:ultimatelyperiodictracei>0j:=1(j<ij++)
ω
,

1.considerω-traceasprogramwithsinglewhileloop

ℓ1ℓ2ℓ3ℓ4 i>0j:=1
j<i

j++

2.synthesizerankingfunction

f(i,j)=i−j

Colón,SipmaSynthesisofLinearRankingFunctions(TACAS2001)

Podelski,RybalchenkoAcompletemethodforthesynthesisoflinearrankingfunctions(VMCAI2004)

Bradley,Manna,SipmaTerminationAnalysisofIntegerLinearLoops(CONCUR2005)

Bradley,Manna,SipmaLinearrankingwithreachability(CAV2005)

Bradley,Manna,SipmaThepolyrankingprinciple(ICALP2005)

Ben-Amram,GenaimRankingfunctionsforlinear-constraintloops(POPL2013)

H.,Hoenicke,Leike,PodelskiLinearRankingforLinearLassoPrograms(ATVA2013)

Cook,Kroening,Rümmer,WintersteigerRankingfunctionsynthesisforbit-vectorrelations(FMSD2013)

Leike,H.RankingTemplatesforLinearLoops(TACAS2014)
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input:ultimatelyperiodictracei>0j:=1(j<ij++)
ω
,

1.considerω-traceasprogramwithsinglewhileloop

ℓ1ℓ2ℓ3ℓ4 i>0j:=1
j<i

j++

2.synthesizerankingfunction

f(i,j)=i−j

3.computerankcertificate

ℓ1

oldrnk=∞

ℓ2

oldrnk=∞

ℓ3

i−j≺oldrnk

ℓ4

i−j≤oldrnk

∧i−j≥0

i>0j:=1
j<i

j++

4.addadditionaltransitions

ℓ1

oldrnk=∞

ℓ3

i−j≺oldrnk

ℓ4

i−j≤oldrnk

∧i−j≥0

Σ
Σj<i

j++

GeneralizationofProgramwithRankCertificate

◮Case1:q1notaccepting

Hoaretriple{stateassertion1}stmt{stateassertion2}
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q1
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GeneralizationofProgramwithRankCertificate

◮Case1:q1notaccepting

Hoaretriple{stateassertion1}stmt{stateassertion2}

automatontransition

q1

stateassertion1

q2

stateassertion2

stmt

◮Case2:q1accepting

Hoaretriple{stateassertion1}oldrnk:=f(x)stmt{stateassertion2}

automatontransition

q1

stateassertion1

q2

stateassertion2

oldrnk:=f(x)stmt
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Forsynthesisofrankingfunctionsforsingletracesweusethetool:

UltimateLassoRanker

http://ultimate.informatik.uni-freiburg.de/LassoRanker/

developedtogetherwithJanLeike

Programswithproceduresandrecursion?BüchiNestedWordAutomata!

FutureWork

◮verificationtasks↔automata

◮optimizedinclusioncheckforBüchiautomata

◮differntω-automatainterminationanalysis

Thankyouforyourattention!


