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@ o (B ) FS=SESS
Example @ (wim b, o) > (B, afu = o(0)])

{81, 0) =+ (52, 7}
(81:8, a) = (52 8. 7)
(W) (if B then 5) elsa 53 £, o) =+ (S1, o)
) (if B then 5) else 52 A, o) - (Sa.

o | B,
i) (while B do S od, o)  (S; whilo Bdo S od, ).ifr = B,
i) (while B doSod, o) - (E, a).if o {£ B.

Consider program
S = al0] := 1;a[1] := 0; while alz] # 0doz := z + 1 od
= 7
and astate o with o =z = 0.

(5.0) LU, o) = 0; whilealr] # 0do == 2 + 1 od, ala[0] = 1])
7
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Sequential,

Example

Consider program
S=af0] =

and astate o with o =2 = 0.

(5,0y L)

(i), (i),

Deterministic While-Programs

8
0 (okir, @) > (B, ) GEEECE
@ (1=, 0) = (B, ofui=a(t))
p (5100 (S,)
($1:S, 0} = (S2: S, 7)
() GF 5 then 5, else S, 6, ) - (51, @).if 7 = .
) (if I then S, elso 5, 6. ) — (52, .7 .
) (while .o S od, o) » (;while 5 do S od, o).« |- 5.
) (whilo Bdo S od, o) (B, o).ifo & B,
1;a[1] := 0; while alz] # 0do z := = + 1 od
(al1] := 0;while afs] # 0dox ==z + 1 od, o(a[0] := 1])
(whileals] # 0doz ==z + 1 od, o'}
2
=0].
1007

Deterministic Programs

Syntax:
S = skip | uw:=t | $1; 52 | if B then S else S fi | while B do 5 od

BisaBoolean

where u € V' is avariable,  is a type-

Semantics: (isinduced by the following transition relation) — o : V' — D(V)
(skipy o) (B, ) ey progeann
(wimt.a) > (E, alu = o)
(S1, 0) = (82, 7)
(S1:8, 0) = (528, 7)

)

(V) (if B then S, else Sz i, ) — (S1, o),if o |= B,
)

Bthen 5y else S, fi, o) — (S2, 0).if o [£ B,
(while Bdo S od, o) —+ (S; while Bdo S od, o), if o |- B,

(vi)) (while Bdo Sod, o) — (E. o).if o i B,

E denotes the empty program; define E; S = S; E = S.

aprogram (structural operational seman

Note: the first component of (S, o

Y7
B (o o (B ) ES=sE=S
Example W (urmt, ) (B ofu = o]
i) (S1, ) = (82, 7)
{S1:8, 0) = (S2:8, )
5 then 5, olee 52 8. o) — (1, o) o |- B,
Bthen ) olae 538, o) — (S5, 2).Ho 1o B,
() (while Bdo S od, o) -» (5, while & do S od, o)== B,
D (while Bdo S od, o) - (B, o). to | B,
Consider program
§'=al0] := 1;a[1] := 0; while alz] # 0dox := = + 1 od
and astate o with o =2 = 0.
(5,0 D) = 0, whileafs] # 0dow := ¢ + 1 0d, olal0] := 1])
L00, (while afz] £ 0dox = 7 + 1od, o)
9, (pimz 4 1ywhileafs] £0doz ==z + 1od, ')
LU, (whileafs] £ 0doz =z + 1od, o'[z := 1])
(i)
where o’ = olaf0] = 1][a[1] := 0]
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0 (skip, @) > (B, 7} ES=5E=5

Another Example

(5138, @) (525, 7)
() (if B then 5; else S i, o)  (
) (if B thon Sy olso 53 8, o) — (Sa, o). o | B,

)it = B,

) (while B do S od, o) » (5;wl
i) (while B do S od, 7) =+ (E, o)

lo Bdo Sod, o). ifo | B,
ol B,

Consider program
=(z-1) -4y

and astate o with o |= a

S0y 2D @) oty {3y 3D

L0, (B a3y o)

Consider program  S3 =

=i yi= (v —1)- 7 +y; while 1do skip od.

(S3,0) D, (2~ 1) 2+ y; while 1 do skip od,
LD, (while 1 do skip od, {z > 3,y — 9})

(ski

£ 3,y - 3))

while 1 do skip od, {z — 3,5 — 9})
DG, (while 1 do skip od

; (i)

3,y 9))

Tz
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Computations of Deterministic Programs

Definition. Let S be a deterministic program.

n sequence of S (sta

(S, ) = (So, o0) = (S1, 01) = ...
(thatis, (S:, o) and (Si 11, 04+1) are in transition relation for all i).
A computation (path) of S (sta amaximal transition sequence
of S (starting in ), i.e. infinite or not extendible.
i) A computation of S is said to

s fi

e.

a) terminatein 7if and only
b) diverge if and only if

and ends with (E, 7),

in
S can diverge from o if and only if a iverging computation starts in .

(iv) We use —* to denote the transitive, reflexive closure of —.

Lemma. For each deterministic program S and each state o,
there is exactly one computation of S which starts in o~

Correctness of While-Programs

Input/Output Semantics «35 grams

Definition. alntson,
Let S be a determi program. s
(i) The semantics of partial correctness is the E:MN,\I/ oot £ 7
M[S5] : = — 27
T

with M[S](0) = {7 | (S, o) =" (E, 7)}.

i) The semantics of total correctness is the function

Muat[S]: £ = 2% U {oo}

with M. [S](0) = M[S](e) U {oc | S can diverge from o}.
oo is an error state representing divergence.

Note: M, [S](o) has exactly one element, M([S](o) at most one.

\|\|’
Example: M[$1](0) = Min[Si](0) = {7 | 7(2) = 0(2) A7(y) = 0(2)?}, o €.
. (Recall: Sy =y := a3y := (z — 1) -z +y)

137

Correctness of Deterministic Programs

Definition.
Let S be a program over variables V/, and p and ¢ Boolean expressions over V.

The correctness formula

CCorfECnes o=

{p} S{at (“Hoare triple”)
SR
the sense of partial correctness,

Jenoted by = {p} 5 {g}, if and only = ol orp]

MISI(IpD) € [a]-
X~ {rlers]

We say S is partially correct wrt. pand g.
—
i) A correctness formula

{p} S{a}
@ in the sense of total correctness,
lenoted by =1ur {p} S {g}.if and only

—

\#v&
Miat[S1([p]) < [al-

totally correct wrt. pand q.

We say

16147



Example: Computing squares (of numbers 0,

.,27)

o Pre-condition: p=0 < z < 27,

o Post-con

Program S

T\?v Si{a Vo
L sV

Program S:

) 5 (a) K.
i (0} 52 (0} X

Program Si:

= S lah
ot 10} 53 {ay X

Program Si:

[@r - oo

BIRRS

£ {p} Si{a}

Example: Correctness

« By the example, we have shown
E{r=0}S{z=1}

and

i {o=0}S{z =1}

(because we only assumed o = & = 0 for
the example, which is exactly the precor \

dition.)

« We have also shown (= proved (!

E{r=0}S{z=1Aalz]=0}.

+ The correctness formula { = 2} S {true}, does ot hold for S.

(For example, if & = ali] # 0 foralli > 2)

Content

« Formal Program Verification

« Deterministic Programs

o Syntax

o Semantics

@ Termination, Divergence

« Correctness of deterministic programs
ﬁ. partal corectness,

o total correctness.

« Proof System PD

« The Verifier for Concurrent C

* Assertions

W modular reasoning
o return values / old values

{r}Su{a} « Inthe sense of partial correctness, {x =2 A Vi > 2 e ai] = 1} S {false} also holds.
1847
Proof-System PD (for sequential, deterministic programs)
Y g1 prog
Axiom 1: Skip-Statement Rule 4: Conditional Statement
{p} skip {p} {pA B} Si {q}. {p A =B} S2 {a},
{p} if Bthen S, else 5 fi {g}
Proof-System PD Axiom 2: Assignment Rule 5: While-Loop
{plu:=t}u:=t{p} {p A B} S {p}
a“ﬂl {p} while Bdo S od {p A =B}
Rule 3: Sequential Composition
panid Rule 6: Consequence
{p} S {r}{r} 52 {a}
G {0} Su: 52 {a} pop{pdStaba g
- {r}S{a}
P

20

Proof-System PD (for sequential, detern

stic programs)

ip-Statement Rule 4: Conditional Statement
{pA B} Si {q}. {p A B} S {a},

{p} skip {p} B P gy e e
{p}if Bthen S, else S, fi {g}
Axiom 2: Assignment Rule 5: While-Loop
{plu:=t}u=t{p} {pA B} S {p}

{p} while Bdo 5 od {p A B}
Rule 3: Sequential Composition

{p} S1 {1} {r} Sz {a}
. S, popu{m}S{ata—a
v} 515 82 {a} 5t

Rule 6: Consequence

Theorem. PD is correct (‘sound) and (relative) complete for partial correctness of deter-

ministic programs, Le. - pp {p} S {q} if and only if &= {p} S {q}.
et




Example Proof )
- _pp
DIV 0: b hile b >y do b 1 od
=a:=0; b:=x; while b > 0 b:=b—y; a:=a+1 o
ROl e e
n
(The first y 3 program that has been y Tare, 1969). G
Wecanprove | {x > 0Ay >0} DIV {a-y+b==zAb<y}
by showing +pp {z >0Ay >0} DIV {a-y+b=xAb<y}, ie,derivabilityinPD:
—_—— —_—
e s
(2)
{PA(BP)}SP (P} ®5) @)
) P — P, {P}while B® doSP od {P A —~(BP)}, PASBE) = qP o
{pP} P {P}. {P} while B” do SP od {q”} @
{pP} SP; while B do SP od {¢"}
@51 01, 1) 52 ) WAB)S ()
(A1 {2} stip {2} G2 {p} S1; S2 {a} 2 {p} while B do S od {p A =B}
(A B) 51 ), (pA~B}Sa {a} g = mu ) S {onhor g
W (o= hui=t 0} O RS, sy A T " [CHT] .

Proof of (1) (e LABLS (0} (A B) 5 (g}
(V1T B then 5, o156 5, A {a)
B)s
W)l i= et ) 09 o I
B 51 {r}, () 2 0} gy 7= #1> 21} S {anh m
B wsisw " ) (o)

(AN {p} skip {p}

o ()
Fpp {2 0Ay >0} a:=0; b=z {P}
where P=a-y+b=anb>0.

s:

2

Example Proof

5 —BP =57
—_—— M e —_—
DIV =0:=0;b:=2; whileh>y dob:=b—y;a:=a+1od
(The first (textually represented) program that has been formally verified (Hoare, 1969).

Weanprove |={r>0Ay >0} DIV {a-y+b=2Ab<y}

byshowing Fpp {z>0Ay >0} DIV {a-y+b=zAb<y}, ie,dervabilityinPD:
M >

=P =

"

z, PAb2 ey bmenb<y gy
R D hmenbent -
2onnz srbmenbes)
#1015 (o) (0B} S ()
(A1) {3} skip {1} O S 52 ta) ®5) 1} while B do S od {p A ~B}
pA B} S {q}, ~B} Sy e {p)S{ad o
R e e T
2247
Proof of (1) A BY 5 {a), {pA-B}S2 fa}
(A) {p} skip {p} (R4) P}t B then 5 else 52 {q)
ABYS
82 ol = i ) O o RS
)1 {7}, {7} S2 {a} gy p= p1. 21} S ) =
O s st O (0} (0}
o (1) claims:
Fro {e>0Ay >0}a:=0; b:=a (P}
where P=a-y+b=2Ab>0.
cre {0 ytr=cAr>0la:=0{a-y+r=rAz>0) by
&
N
- - —
¢la=o] r
i 2

Example Proof Cont’d

In the following, we show

) Fpp {z>0Ay >0}ba:=0; b:=x{P},
@) Fpo {PAb>y}bi=b—y;a:=a+1{P}
B)EPAS(b>y) wa-y+b=arb<y.

As loop invariant, we choose (creative act!):

P=a-y+b=aAb>0

2347
Proof of (1 B}
Lot o S
B)s
W2 pla =) wom ¢ ) O e PRV
1951 (1), ) S2 {0} gy P = 1 121} S {arhy @ =
o s st O ) sto
o () :
Fpp {22 0Ay = 0}ba:=0; bi=a (P}
Where P=a-y+b=zAb>0.
obpp{0-ytr=aArx>0ta:=0{a-y+z=aAz>0} by(A,
etpp{a-y+a=xAz>0tb:=x{a-y+b=xAb>0} by(A2),
g y+o=zAs20)
R
2447



Proof of (1) @AB)S: (), (pA-B) i (0}
(ORI s ooy
{pAB}S {p}
(A2) {plui=thus=t{p} B () e B do S od {p A B}

.

0151171, 01 {0} gy p— 1, (1) Shah, m
T wsisw " o) sla

(1) claims:
Frp {z>0Ay>0}a:=0;b:=z{P}
where P=a-y+b=xAb>0.

Fep{0-y+az=anz>0ta:=0{a-y+ax=xAz>0} by(A2),

Frof{a-y+ae=acAe>0ybi=c{a-y+b=aAb>0} by
———
prs

thus,Fpp {0y +o=xAz>0}a:=0; b:=x{P} by(R3)

24

Substitution

The rule ‘Assignment’ uses (syntactical) substitution: {p[u := f]} u := ¢ {p}

(in formula p, replace all(free) occurences of (program or logical) variable u by term t.)

Defined as usual, only indexed and bound variables need to be treated specially:

Expressions

t
@, otherwise

plain variable «: afu := 1] = ﬁ

constant c:
ui=t) =

constant op, terms s;:
0p(s1, ..., m)[t =
=op(sifu:=1],... snlu:=1))
conditional expression:
(B?s1:s2)[u:=1]

= (Blu:=1] 7 sy[u:=

salu = 1))

25

Proof of (1) ®AB)Si (). pA-B) S {a}
{p}if B then 5; else 5, Al {q}
W= e 09 0y IS

(9151 (), ) 2 {a) gy 2= 210 (1) S {anh s 0
) {p} $1; S2 {a} e {r}S{a}

W)} skin (7} RA)

(1) claims:
Frp {e>0Ay >0} a:=0; b=z {P}
where P=a-y+b=aAb>0.

ek {0-y+tr=rAc>0ta:=0{a-y+x=aAz>0} by(A2,

o bppfa-y+ra=aAc>0tbi=a{a-y+b=aAb>0} by,
—_——
B

o thus,Fpp {0 y+o=cAz>00a:=0;b:=x{P} byR3),

gz >0Ay>0-0-y+z=xAz>0andP - P, we obtain

Frp o> 0Ay >0 a:=0; b=z {P}
by (Ré).

Substitution

The rule ‘Assi ' uses (syntactical) substitution: {p[u := 1]} u := t {p}
(in formula p,replace all (free) occurences of (program or logical) variable u by term t.)

Defined as usual, only indexed and bound variables need to be treated specially:

Expressions: Formulae:
« plain variable z: ofu := 1] = 1 * o =u © boolean expression p =
x ,otherwise plu = 1] = slu = 1]
« negation:
(mg)[u = 1] = ~(qlu = t])
« constant op, terms s;: « conjun
op(s1,... sn)u:=1] (@A)
= op(sifus=1t),...,sn[u:=1)). = qfu:= —1

« conditional expression:
(B?s1:sa)[u=1]
= (Blu=1] 7 s1[u = ] : safu =1

Substitution

The rule ‘Assi ‘ Uses i itution: {plu == ]} u =t {p}

(In formula p, replace all (free) occurences of (program or logical) variable by term t.)

Defined as usual, only indexed and bound variables need to be treated specially:

Substitution

The rule ‘Assi ’ uses (syntactical) itution: {p[u := t]} u ==t {p}
(in formula p, replace all (free) occurences of (program or logical) variable u by term £.)

Defined as usual, only indexed and bound variables need to be treated specially:

Expressions: Formulae:
+ plain variabl - % sifz=u « boolean expression p =
@, otherwise plu=t] = slu:=1]
« constant « negation:
clu=1]= (—@)fu = 1] = ~(qlu = 1))
= constant op, terms s,  conjunction etc.
op(s1, - sn)[u =1 (qAn)u=1]
= op(siu=1t],... sn[u:=1t]). =qlu:=tAr|
« conditional expression: o quantifier:
(B7s1:s)[u:=1] (Vz:q)ui=t] =Vy:qlw:=ylu

= (Blu:=1]7 s1fu:=1]: sofu:=

yfresh (notin g, , u), same type as .

2547



Substitution

The rule ' uses i itution: {p[u := ]} u := t {p}
(In formula p, replace all (free) occurences of (program or logical) variable u by term ¢

Defined as usual, only indexed and bound variables need to be treated specially:

Expressions: Formulae:
« plain variable z: afu = ] = 4 L = « boolean expression p = s:
=, otherwise plu= 1] = sfu = 1]
« constant « negation:
clu=1t] = (=q)[u = t] = ~(q[u :=t])
« constant op, terms s « conjunction etc:
op(s1,.-. sn)[u (gAr)[ui=1]
= op(sifu:= =) =qlu:=t) Arfui=1]
« conditional expression: o quantifier:
(B?s1:s2)[u=1] (Vao:q)u:=1t] =Vy: qlz:=y]
= (Blu=1]?s1[u:=t] : safu = 1]) y fresh (notin g, t, u), same type as z.

dexed variable, u plain or u = b1, . ., tm] and a # b:
(afst,...,sn])u:=t] = als1

« indexed variable, u = alt1,
(@lsn, sl =] = (N sibui= 1] =17

»snlui=1]])

25

Proof of (2) ) (A BYS: (0}, (A =B) 5 la)
{(PFif B then 5 else 5 f {4
B}s
(A2) {plu = ]} u o= t {p} ag%
3} 1 {r}, ) 2 {0} gy » = 21 21} S )
B wsisw " ) (o)

(A {p} skip {p)  (R4)

© (2) claims:
Fpp {PAb>y}bi=b—y; a:=a+1{P}
where P=a-y+b=xAb>0.

ebrpf{la+1) y+(b-y) =cAb-y)20}b:=b-y{(a+1)-y+b=aAb>0}
by (A2),

2

Example Proof Cont’d

2 (7).

r=0ny=0)

In the following, we show

() Frp{z>0Ay >0} a:=0;b:=x{P},
2) Fpp {PAbZ>yhbi=b—y; a:=a+1{P},
B) EPA-(b>y)—a-y+b=arb<y.

As loop invariant, we choose (creative act!):

P=a-y+b=zAb>0

{p}S1 {r}, {r} Sz {a} {p/ B} S {p}
{40 {p} skip {p} R e 51 52 {0} RS) o while Bdo Sod (s AB]
{pA B} Si {a}, {pA B} 52 {a} popn{m}S{nh e >g
: W= dhui=e () ®0 e st
Proof of (2) ©AB) S (a). A-B) S {a}

(A1) {p} skip {p} (Ra)

(V17 B thon 5, ol 52 o)
Bs
82 ol = i ) O o RS
15 (1) 1152 {0} gy = (o1} S ks 0
o e ey O (0} (0}

 (2) claims:
Fpp {PAbZy}bi=b—y:a:=a+1{P}
where P=a-y+b=xAb>0.

ekpp{la+1)-y+(b-y) =cA(b-y) 20 b:=b—y{(at+1)-y+b=xAb>0}
by (A2),

skpp{la+1)-y+b=aAb>0ta=a+1{a-y+b=aAb>0} by(A2),
N

=P

Proof of (2)

) B S (0}, 0 1B) 53 o}
{PYIf B then 5; else 5, f {g}
s
W= G0 O )
1S {r), 11152 9} gy = v o1} S arh > a

®sisw " )5 (a)

(A1) {p} skip {p} (R4)

(2) claims:
Fep {PAbZ>y}bi=b—y; a:=a+1{P}
where P=a-y+b=xznb>0.

Proof ol ) Y T
W2 pla =) wom ¢ ) O e PRV
O S W ma e
+ (2) claims:

Fpp {PAbZ=y}bi=b—y a:=a+1{P}
where P=a-y+b=xnb>0.

Frp{la+1)-y+(b-y)=azA(b-y) 20 b:=b-y{(la+1)-y+b=aAb>0}
by (A2),

Fep{(a+1)-y+b=aAb>0}a:=a+1{a-y+b=2Ab>0} by(A2),
NILA Rt

=r

Feo{(a+1)-y+(b—y) =zA(b—y)=0}b:=b—y; a:=a+1{P} byR3),

27w



Proof of (2) {pABY 1 {a), fpA~B} S {a}
A {p}skip (P} A S e 5, else S A (g}
{97 B} S {9}
(A2) {plui=thus=t{p} B () e B do S od {p A B}
(01070, ) 82 (a) gy 2= 210 (1) S {anh =
e )5 (0}

* (2) claims:
Fpp {PAb>y}b:=b—y; a:=a+1{P}
where P=a-y+b=xzAb>0.

Fro{la+1)-y+(b-y)=aAb-y)20tb:=b-y{(a+1)-y+b=aAb>0}
by (A2),

Fro{(a+1)-y+b=aAb>0ya=a+1{a-y+b=aAb>0} by(A2,
NI =
=r

Frp{(a+ 1) y+(b-y)=czA(b-y)>0}b=b—y;a=a+1{P} byR3),

o usingPAb>y - (a+1)-y+(b—y) = A(b—y)>0and P — P weobtain,

Frp {PAb>y}bi=b—y; a:=a+1{P}
by (R6). u
274

Back to the Example Proof

We have shown:

() Fpp {#>0Ay>0}a:=0;b:=x{P},
(@) Fpp {PAb>y}bi=b—y a:=a+1{P},
B) EPA-(bZy) sa-y+b=anrb<y.

and

o
I E—— el
PA~bz) ayb=rabe
{P) whilet > ydob =0 yaimatlode ysb=srbzy)

20ny>000

Tod{a ytboznb<a)

thus

Fpp {z>0Ay >0} a:=0; b:=1; whileb>ydob:=b—y; a:=a+lod{ay+b==zAb<y}

=DIv.
ce PD is sound) DIV is partially correct wrt.
o pre-condition:z > 0 Ay > 0,

o post-condition:a-y+b=xzAb<y.

and thus

IOW: whenever DIV is called with z and y such thatz > 0 A y > 0,
then (if DIV terminates) a - y + b = x A b < y will hold.
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Example Proof Cont’d

9
(PRGN =t yaimar1(P)
= amatlod (PAG2y
200y200aim0b (P, (P)whilob > ydobimb—yiaimatlod(u yibernbey)
{2200y 2 0020 bz whileb > ydobo—b— g aima+ Lod {a-y+b—2Ab<1)

In the following, we show

) Fro{z>0Ay>0}a:=0;b:=x{P},
2) Fpp {PAbZ>yhbi=b—y; a:=a+1{P},
B)EPA-(b>y)sa-y+b=xAb<y.

Pon (e

As loop invariant, we choose (creative act!

P=a-y+b=aAb>0

0150, {1} 5 (0} (1 8)5 (1)
(A1 ) skip (0} & S ) RS) i Bdo Sod (A ~BT
N {pA B} S1 {a}, {p A ~B} Sz {a} popn{m}S{nh e >g
i W ==y G R 00 T we Hles
: 280
Once Again 0 (3} sk )
(A2) {plu = 1]} u:=t {p}
e P=aytbmaAb>0 _wu_?vm;L;Lm:i

{0} S1: 52 {a}
g LABLS (), 10 B) 5 (0)

{e>0Ay>0} TPV IT B then 5, else 52 g}
yiz=g 9B} (o}
0y+te=anrs20} L= {p} while Bdo S od {p/ ~B}
sl - R 222 p) Stad e
{a-y+z=ara>0} WSt}
o bi=a;
{a-y+b=aAb>0}
{P}
« whileb > ydo
{PAb>y}
{la+)-y+b-y)=zn(b-y) >0}
o bi=b-y
{a+1)-y+b=xAb>0}
e a:=a+l
{a-y+b=xAb>0}
{r}
«od

{PA-(b=y)}
{a-y+b=aAb<y)

3t

Proof of (3)

(3) claims.
EPA-(b>y) sa-y+b=zAb<y.
where P=a-y+b=xzAb>0.
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Content

« Formal Program Veri

ation
Deterministic Programs

® Syntax

@ Semantics

 Termination, Divergence

= Correctness of deterministic programs

b

e Proof System PD

o partial comectness,
o total comectness.

 The Verifier for Concurrent C

:

o Assertions

modular reasoning

return values / old values
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VCC Syntax Example

1| #inctude <vee.h>
s| int a, bs

5| void div( int x, int y
o|  _(requires x > 0 8&
7| Zlensures a *y + b

8 _(writes &a)

9 —(writes &b)

3| white (b >+ y)

DIV =a:=0; b:==; whileb>ydob:=b—y; a:=a+1lod

{£>0Ay >0} DIV {z>0Ay >0}

The Verifier for Concurrent C

VCC Web-Interface

Example program DIV:  http://rise4fun. con/Vec/aKqe
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vce

« The Verifier for Concurrent C (VCC) basically implements Hoare-style reasoning.

« Special syntax:

o #include <vce.h>

« _(requires p) —pre-condi

* _(ensures ¢) — post-con

o _(invariant capr) —loop invariant, eapr is (basically) a C expression

o _(assert p) —intermediate invariant, p is (basically) a C expression

* _(writes &v) —VCC col

o Special expressions:

* \thread_local(&v) —no other thread writes to variable v (in pre-conditions)
© \old(v) —the value of v when procedure was called (useful for post-conditions)
o \result —return value of procedure (useful for post-con

Interpretation of Results

© VCCresult: “verification succeeded”

© VCCresult: “verification failed”

» Other case: “timeout” etc.

n, pis (basically) a C expression

tion, q s (basically) a C expression

jers concurrent C programs; we need to declare for each procedure
which global variables it is allowed to write to (also checked by VCC)

3547
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Interpretation of Results

« VCCresult: “verification succeeded”

= We can only conclude that the tool
—under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. —
claims that there is a proof for = {p} DIV {}.

« Other case: “timeout” etc.

Interpretation of Results

« VCCresult: “ves

ication succeeded”

+ We can only conclude that the tool
—under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. —
claims that there is a proof for = {p} DIV {q}.
« May be due to an error in the tool! (Thats a false negative then.)
Yet we can ask for a printout of the proof and check it manually
(hardly possible in practice) or with other tools like interactive theorem provers.
« Note: = {false} f {g} always holds.
That

amistake in wr

g down the pr in the program go

« VCCresult: “verification failed”

= May be a false positive (wrt. the goal of finding errors).

The tool does not provide c: ples inthe form of a
it (only) gives hints on input values satisfying p and causing a viol:

« Other case: “timeout” etc.

Interpretation of Results

* VCCresult: “verification succeeded”

» We can only conclude that the tool
— under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. —
claims that there is a proof for |= {p} DIV {g}.
« May be due to an error in the tool! (Thats a false negative then.)
Yet we can ask for a printout of the proof and check it manually
(hardly possible in practice) or with other tools like interactive theorem provers.

ation failed”

o Other case: “timeout” etc.

Interpretation of Results

* VCCresult: “veri

ation succeeded”

= We can only conclude that the tool
— under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. —
claims that there is a proof for (= {p} DIV {g}.
* May be due to an error in the tool! (Thats a false negative then.)
Yet we can ask for a printout of the proof and check it manually
(hardly possible in practice) or with other tools like interactive theorem provers.
o Note: |= {false} f {q} 2lways holds.
That

* VCCresult: “verification failed”

« May be a false positive (wrt. the goal of finding errors).
The tool does not provide c: ples in the form of a ion path,
it (only) gives hints on input values satisfying p and causing a violation of g.

* — try to construct a (true) counter-example from the hints.
or: make loop-invariant(s) (or pre-condition p) stronger, and try again.

 Other case: “timeout” etc.

take in writing down the pre-condition can make errors in the program go undetected!

Interpretation of Results

* VCCresult: “verification succeeded”

* We can only conclude that the tool
— under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. —
claims that there is a proof for = {p} DIV {g}.
« May be due to an error in the tooll (Thats a false negative then.)
Yet we can ask for a printout of the proof and check it manually
(hardly possible in practice) or with other tools like interactive theorem provers.
« Note: |= {false} f {q} always holds.

Thatis, a mistake in writing down the pre-condition can make errors in the program go undetected!

 Other case: “timeout” etc.
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Interpretation of Results

© VCCresult: “verification succeeded”

« We can only conclude that the tool
— under its interpretation of the C-standard, under its platform assumptions (32-bit), etc. —
claims that there is a proof for = {p} DIV {g}.

 May be due to an error in the to
Yet we can ask for a printout of the proof and check it manually
(hardly possible in practice) or with other tools lie interactive theorem provers.

« Note: |= {false} f {q} always holds.
Thatis, a mistake in writing down the pre-cong

(That's a false negative then.)

jon can make errors in the program go undetected!

© VCCresult: “verification failed”

+ May be afalse positive (wrt. the goal of finding errors).
The tool does not provide counter-examples in the form of a computation path,
it (only) gives hints on input values satisfying p and causing a violation of g.

* — try to construct a (true) counter-example from the hints.
or: make loop-invariant(s) (or pre-condition p) stronger, and try again.

» Other case: “timeout” etc. — completely inconclusive outcome.



VCC Features

« For the exercises, we use VCC only for sequential, single-thread programs.

© VCC checks a number of implicit assertions:
= no arithmetic overflow in expressions (according to C-standard),
o array-out-of-bounds access,
 NULL-pointer dereference,
« and many more.

Modular Reasoning

394

40

VCC Features

« For the exercises, we use VCC only for sequential, single-thread programs.
» VCC checks a number of implicit asserti

ns:

« no arithmetic overflow in expressions (according to C-standard),
« array-out-of-bounds access,

 NULL-pointer dereference,

« and many more.

« Verification does not always succeed:

+ The backend SMT-solver may not be able to discharge proof-obligations
(in particular non-linear multiplication and division are i

 In many cases, we need to provide loop invariants manually.

Modular Reasoning

We can add another rule for calls of functions f : F* (simplest case: only global variables):

{p} F {a}
(R7) <
{p} FO{a}
“If we have - {p} F {g} for the implementation of function f,
theniif / is called in a state satisfying p, the state after return of / willsatisfy ¢

pis called pre-condition and q is called post-condition of f.

Example: if we have

o {true} read_number {0 < result < 10%}
o {0 <2 A0 < y}add{(old(z) + old(y) < 10° A result = old(z) + old(y)) V result < 0}
o {true} display {(0 < old(sum) < 105 = " old(sum)") A (old(sum) <0 = "-E-")}

we may be able to prove our pocket calculator correct.

345678 .
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VCC Features

« For the exercises, we use VCC only for sequential, single-thread programs.

assertions:

» VCC checks a number of implit
= no arithmetic overflow in expressions (according to C-standard),
o array-out-of-bounds access,
« NULL-pointer dereference,
« and many more.

« Verification does not always succeed:

* The backend SMT-solver may not be able to discharge proof-obligations
(in particular non-linear multiplication and division are challenging);

 In many cases, we need to provide loop invariants manually.

» VCCalso supports:

« concurrency:
different threads may write to shared global variables; VCC can check whether concurrent access to
shared variables is properly managed;

« data structure invariants:
we may declare invariants that have to hold for, e.g. records (e.g. the length field ¢ s always equal to
the length of the string field str); those invariants may temporarily be violated when updating the
data structure.

« and much more.
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Return Values and Old Values

« For modular reasoning, it often useful to refer in the post-condi

o the retumn value as result,
« the values of variable = at calling time as old(:

« Can be defined using au:

o Transform function

(over variables V = {v;, n}s where result, v ¢ V) into

T0{

result :=eapr;
return result:
¥

over V' = VU {v™ | v € V}U {result}.

n for 2717,

« Then old(x) is just an abbrevi




Assertions Tell Them What You've Told Them. ..

» Extend the syntax of deterministic programs by Formal Verification:

S:=--- | assert(B) « Program verification is another approach
to software quality assurance.
» and the semantics by rule
« Proof System PD can be used
(assert(B), o) — (E, o) if o = B

Assertions « toprove
(I the asserted boolean expression /3 does not hold in state o, the empty program is not reached; « thata given program is
otherwise the assertion remains in the first component: abnormal program termination). « correct wrt. its specification.

This approach considers all inputs inside the specification!

« Tools like VC!

plement this approach.

Extend PD by axiom:

(A7) {p} assert(p) {p}

 Thatis, if p holds before the assertion, then we can continue with the derivation in PD.
If p does not hold, we “get stuck” (and cannot complete the derivation).
+ Sowe cannot derive {true} z := 0; assert(z = 27) {true} in PD.
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