16 - 2018-01-11 - main -

- 16 - 2018-01-11 - Scontent -

Real-Time Systems

Lecture 16: Automatic Verification of
DC Properties for Timed Automata

2018-01-11

Dr. Bernd Westphal

Albert-Ludwigs-Universitat Freiburg, Germany

Content

o Uppaal Query Language
e Syntax

e Excursion: Transition Graph
‘e Satisfaction Relation

o A satisfaction relation between timed automata
and DC formulae

e observables of timed automata

‘e evolution induced by computation path

o A simple and wrong solution.

o ad-hoc fix for invariants

o Testable DC Properties

o observer construction
e untestable DC properties
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The Logic of Uppaal
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Uppaal Fragment of Timed Computation Tree Logic
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Consider N = C(Ay,...,A,) over data variables V.

e basic formula:
atom = A; 4 |

where ¢ € L; is a location and ¢ a constraint over X; and V.
o configuration formulae:
term = atom | ~term | termy A terms

o existential path formulae: (“exists finally”, “exists globally”)

e-formula ::= 30 term | 30 term
o universal path formulae: (“always finally’, “always globally”, “leads to”)
a-formula ::= VO term | VO term | term; — terms
o formulae:

F ::= e-formula | a-formula
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Configurations at Time t
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Example
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o Recall: computation path (or path) starting in (o, 1), to:

rd A g A - A
§= <€0,I/0>,t0 —1> <€1,l/1>,t1 —2> <£2,V2>,t2 —3) .

which is infinite or maximally finite.

o Given ¢ andt € Time, we use £(¢) to denote the set
fa¥. 2

{0y | FieNg:t; <t <tip1 Al=Cl;Av=rv;+t—t;]}
of configurations at time ¢.

e Whyisitaset?
e Canit be empty?

press?

@ press?

x<3

>3

press?

€ = (off,z = 0),0 =25 (off, x = 4.2),4.2 7 (light, = = 0),4.2

press?

2L, (light, z = 2.1),6.3 Z°*s (bright, » = 2.1),6.3

press?

219 (bright, z = 12.1),16.3 25 (off, z = 12.1),16.3

ress?s (light, o = 0Y,16.3 2 (light, = = 0, 16.3
» (light, > = 0),16.3 = (light, = = 0),16.3

ER)={({v)|FieNg:t; <t <t A=l Av=rv;+t—t;}

o £(0) = { (o= o £(4.2001) = § < Lyt so= 0,0007>]
o £(0.1) = § o x=01] o £(16.3) = { <oyl x=l217 . §

o £(4.1999) = § <ob,x=41739f .o £(27) =}

o £(4.2) = 5 5= 41>, gk 0>8
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Excursion: Computation / Transition Graph

16 -2018-01-11 - Sutl -

o Recall: operational semantics of network A/ of timed automata
is a labelled transition system

T(N) = (Conf, Time U {7}, {2 A € Time U {71}, Ciini)-

o (Parts of) 7(N) can be represented as a
directed, edge-labelled graph
(V,E, TimeU {7}) where Example: Desktop Lamp.

o vertices V C Conf are (possibly

time-stamped) configurations, (off,1.0),1.0

o graph-edges (c, \, ') 0.97 press?
correspond to transitions ¢ BN

o There may be at most

. ?
one designated start vertex c, (off,1.27), 1.27 29 press:

o paths in the graph originating at ¢ O

o represent transition sequences (or (light,2.9),3.9  (bright,0),1.0
computation paths) of 7 (\)
starting in c.

Satisfaction of Uppaal-Logic by Configurations
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o We define a satisfaction relation
(Co, 10} t0 |= F
between time stamped configurations
(Co, vo), to
of anetwork C( A1, 4, A,,) and formulae F of the Uppaal logic.

o ltis defined inductively as follows (starting with atoms and terms):

° <€_E)’V0>,t0 ': Azé iff 1%’; =¢
° <ZO’EQ>7t0 o iff VP
° (%, Vo), to E —term iff <&, u>,% 7 e

o (lo,v0),to |= termy Aterms  iff T 004 /:{W”; =12
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Satisfaction of Uppaal-Logic by Configurations
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o We define a satisfaction relation

of a network C(Ay, ...

<E),V0>,to EF

between time stamped configurations

<EEJ7 10), to

, Ay ) and formulae F' of the Uppaal logic.

e Itis defined inductively as follows (starting with atoms and terms):

L <E)7V0>,t0 ': Aze
o (lo,vo)ito =
o (lo, 10),to = —term

° ([0,1/0>,t0 E term

iff

A termo  iff

by =1
vo =
<£_E)7I/0>,t0 £ term

(6_;),1/0>,t0 E term;,i=1,2

Satisfaction of Uppaal-Logic by Configurations
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Exists finally:
o (ly, ), to = 30 term

Example: 30 ¢

iff I path ¢ of AV starting in (¢y, 1), to
It € Time, (¢,v) € Conf :

to <t A (L,v) € () A (L,V),t = term

8/47
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Satisfaction of Uppaal-Logic by Configurations
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Exists finally:

o (ly, 1), to = 30 term iff 3 path & of AV starting in (o, vo), to
It € Time, (¢,v) € Conf :
to <t A (L,v) € £(t) A (,v),t = term

Example: 30 ¢

9/47

Satisfaction of Uppaal-Logic by Configurations
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Exists globally:

° (E), vo),to = 30 term iff Jpath & osttaItingin (%, Vo), to
vVt e Time, (¢,v) € Conf :
to<t A (L) eclt) = (Lv),t = term

Example: 30 ¢

10747



Satisfaction of Uppaal-Logic by Configurations
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Exists globally: /“’\—\

° <ZO, Vo), to = 30 term iff Jpath & osttaItingin (Z), Vo), to
vVt € Time, (¢,v) € Conf :
to<t A (L) e&(t) = (Lv),t = term

Example: 30 ¢

10/47

Satisfaction of Uppaal-Logic by Configurations
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o Always finally:
o (Lo, 10), to = VO term iff (o, v0), to b 30 —term
o Always globally:

o (Fo, Vo), to = VO term iff (E_z), vo), to = 3O ~term

/47



Satisfaction of Uppaal-Logic by Configurations
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Leads to:

o (lo, 1), to = termy — termy  iff Vpathfof/\/’sta_l"tingin (Lo, ), to
Vit € Time, (¢,v) € Conf :
to <t A (Lv) € &(t) A (0,v),t = termy

—

= (l,v),t = VO terma

Example:& — P2 (Z Vot
0,%70/500
$1, P2

A1,1

2l

A1,1,1

P11, <P\2/ P, @2@ 2
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12/47
Satisfaction of Uppaal-Logic by Configurations
Leads to:
° (%71/0>,t0 E termy —> terms  iff Vpath ¢ of A/ starting in ([071/0>,t0
Vt € Time, ((.v) € Conf :
(v W2l = AQF=2)) to<t A (L) €E(t) A (Tv),t = term

—

"respevse = (l,v),t = VO terma

Example: o1 — o <[ Vot
0,70/, 00
$1, P2

A11

©1, P2

A
A1 2,2,2

Y1, P2 - 1, 902. Y1, P2
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Satisfaction of Uppaal-Logic by Networks
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Example
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o We write N |= e-formula if and only if
for some (o, 10) € Cini,  (lo,0), 0 = e-formula, ()
and NV = a-formula if and only if
forall (fo,v0) € Cini,  (fo,0),0 |= a-formula, (2)

where C},,; are the initial configurations of 7. (N).

o If Cini = 0, (1) is a contradiction and (2) is a tautology. %

o If sz # @. then . X/
N ): Fifand Only if <£inia Vini>a 0 ': F. {:

13/47
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Example

o N |= 30 Lobright? /
o N =30 Lbright? X (ue alomys skl o off )

e NEIOLOM V" (chy w off focere)
o N VO Llight? X -

o NV |:VD(£.bright = x> Z?? X

;o N I:Kﬁ.bright — E.ofb?

1447

Uppaal Larsen et al. (1997); Behrmann et al. (2004)
Demo, Vol. 2
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Uppaal Architecture

Sava
CH
(Lotu
LJ w)
” 23,2
Content

Introduction

o Observables and Evolutions o Timed Automata (TA), Uppaal

« Duration Calculus (DC) ° Net\./vorks of Tlmbed Aut.omata

o Semantical Correctness Proofs ‘ Reglonc:Zlon:-Ak.stractlon

« DC Decidability * TAmodel-checking %

o Extended Timed Automata
o DC Implementables
@ Undecidability Results
e PLC-Automata
obs : Time — 2(obs) (0bso, o), to 2o, (obs1,v1),t1 ...
N /
)
o Automatic Verification...

‘ ..whether a TA satisfies a DC formula, observer-based
« Recent Results:
2 o(Timed Sequence Diagrams) or Quasi-equal Clocks,
g or Automatic Code Generation, or ...
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formal descr.

Tying It All Together

. formal description semantic automatic
abstraction . . P
level language | integration verification language Il
eve
Require- ____  Duration
ments 5 + Calculus operational semantics
R ‘: Ut /_\
cquiv. Live Seq.
Charts

logical DC  equiv.

!, Constraint
./ Diagrams semantics
/' satisfied by ()

"

logical
_oslea | DC equiv.

"

Designs + - - | PLC-Automata -
semantics
compilerJ \/
operational semantics

C code
P -
rograms PLC code

"
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Content
o Uppaal Query Language

e Syntax
e Excursion: Transition Graph

L{e Satisfaction Relation
o A satisfaction relation between timed automata

and DC formulae
e observables of timed automata
‘e evolution induced by computation path

o A simple and wrong solution.

o ad-hoc fix for invariants

o Testable DC Properties
o observer construction
e untestable DC properties
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Observer-based Automatic Verification of DC Properties
for Timed Automata
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20747
Model-Checking DC Properties with Uppaal
DC formula
press?
\@ press! m press! /é\ press!
)T A
press? press? y<2 ?
Z::O @ I;SS. || ’ press! ): F
. O
A — FE—> hd - :L__)/Tﬁq _);3)

e Question 1: what is the “="-relation here?

e Question 2: what kinds of DC formulae can we check with Uppaal?

o Clear: Not every DC formula.
(Otherwise contradicting undecidability results.)

e Quiteclear: F =U[off] or F = —{[light]
(Use Uppaal’s fragment of TCTL, something like (!) VO off.)

o Maybe: F =/{>5 = {[off]®
e Notsoclear: F = ={([bright] ; [light])

21747
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Observing Timed Automata

22/47

Network of TA Satisfies DC Formula
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Question 1: what is the “}="-relation here?
What should it mean if we say “network A/ satisfies DC formula F” (written A" = F)?

Two main options:

o Characterise the behaviour of A/ by a DC formula Fyr and set

NEF :iff (|:F4v — zj)

Dc Dc
(as we have done for PLC automata).
/\/\_,\/—\/\_/'\_/\/

¢ “Transform” each computation paths ¢ of A/ into an evolution Z, and set

that is, the evolution of each computation path of N realises F' from 0.

In the following, we shall discuss the second one.
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Observables of a Network of Timed Automata
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Let \V be a network of n extended timed automata

Aci = (L, Ci, B, Ui, X3, Vi, Ii, By ligi i), 1<i<n

For simplicity: assume that all L, and V; are pairwise disjoint (otherwise rename).

a N
Definition. The observables Obs(N) of N are

{tr,... .30 | Wi

1<i<n
with {0, - Of
o D) =L,
¢ D(v) is the domain of data-variable v in A, ;.
Example o

2 (orght) | \@

>3

o Observables: Obs(N) = {/1, ¢} with
o D(¢y) = {off, light, bright}, D({3) ={ly}. (No data variablesin A/!)

Consider computation path

£=(),02% (MY 25 7, (lighty o5 20, (lighty 45 7, (PUENtY 45,

0 2.5 0 2.0

and construct interpretation Z¢ : Obs(N') — (Time — D):

Ze(4)
bright
light
off

2447
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Tell Them What You’ve Told Them. . .
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Properties to be checked for a timed automata model
can be specified using the Uppaal Query Language,

e which is a tiny little fragment of Timed CTL (TCTL),
e and as such by far not as expressive as Duration Calculus.

TCTL is another means to formalise requirements.

For testable DC formulae F, we can automatically verify
whether a network  satisfies F'.

e by constructing an observer automaton
e and transforming N appropriately.

There are untestable DC formulae.

(Everything else would be surprising.)

References
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